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OVERLOAD CASCADING FAILURE DETECTION ALGORITHM FOR
MULTI-LAYER SUPPLY CHAIN NETWORK CONSIDERING DELAY

PROBABILITY FACTOR

Bingfang Lu* and Ranran Li

Abstract. At present, the supply chain is multi-layered and complicated, and its failure detection is
based solely on the characteristic threshold, which does not lack the ability to describe the complex
supply chain. An overload cascading failure detection algorithm for multi-layer supply chain network
considering delay probability is proposed. Based on the multi-layer supply chain network including raw
material suppliers, manufacturers, distributors and retailers, the overload cascading failure model of
the multi-layer supply chain network is constructed through networking, and the overload cascading
failure process of the multi-layer supply chain network is described through three aspects: initial load,
node capacity and overload node load distribution. By monitoring and analyzing the status update
messages of each node in the supply chain network, and considering the delay probability factor, the
node and path that may lead to cascading failure are identified by predicting the delay probability of
the next message through the historical message delay probability, and the overload cascading failure
detection of the multi-layer supply chain network is realized. The experimental results show that the
algorithm can effectively detect the failure of each overloaded enterprise node in the multi-layer supply
chain network, which is helpful to enhance the early warning and response ability of the cascade failure
of the supply chain network. The algorithm can realize the failure detection of supply chain network
under different attack conditions and initial failure ratio of nodes, and measure the anti-risk ability of
supply chain network. Under deliberate attack and when the initial attack node is a supplier network
layer node, it has a greater impact on the multi-layer supply chain network.
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1. Introduction

Supply chain network is composed of member organizations connected with core enterprises [1], which are
directly or indirectly connected with their suppliers or customers, from the beginning to the consumer. It is not
only a logistics chain, an information chain and a capital chain connecting suppliers to users, but also a value-
added chain. Materials in the supply chain increase their value due to the processes of processing, packaging
and transportation, which brings benefits to related enterprises. The core position of supply chain network in
global trade is more and more prominent, and the economic development of countries around the world and
people’s food, clothing, housing and transportation are inseparable from the normal operation of supply chain
network. At present, the perfection of supply chain network has created a more convenient and efficient living
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platform for people [2], promoted the stable development of China’s economy, accelerated the optimization of
industrial structure, made digitalization and networking the main way of economic development, and at the
same time made the national economic competitiveness step up to a higher level. It can be seen that the supply
chain network is closely related to our life [3] and plays an irreplaceable role in the development of China’s
economy. However, the supply chain network often faces various uncertainties and risks [4], such as delay,
failure and overload. These factors may lead to the cascading failure of supply chain network and bring huge
losses to enterprises. The problem of overload cascade failure has always been a hot research topic in supply
chain network. In daily life, once the overload cascade failure occurs in supply chain network, it will have a
serious impact on personal life, enterprise operation and even national economic development. How to reduce
the damage caused by the failure of supply chain network is a key problem to be solved urgently. Therefore,
it is of great significance to detect the overload cascading failure of supply chain network [5] for ensuring the
stability and reliability of supply chain network.

In order to analyze the overload cascading failure problem of the supply chain network from a scientific
perspective, many experts start with the real supply chain network and extract useful data for in-depth analysis.
For example, Sapna et al. continuously collects and monitors historical data values and location information
by deploying sensor nodes at key locations in the supply chain network [6], identify network boundary nodes,
coverage hole boundary nodes and event boundary nodes based on monitoring historical data values and location
information, These nodes are used as the detection of the boundaries of sub regions to find the nodes that will
fail in time and send data to the base station for final decision. However, this method ignores the uncertainty of
message transmission in the supply chain network and cannot better find the potential failure risk. Anuradha
et al. relied on the gateway nodes to first identify the possible faulty nodes in the network and communicate with
the Mobile Robot Network (MRN) [7]. Subsequently, the algorithm identifies the faulty node by analyzing the
residual energy of each node. In practice, each node needs to update its residual energy information periodically
so that other nodes can accurately determine its status. In addition, if a node does not update its residual
energy information in time before it runs out of energy, it may cause other nodes in the network to mistakenly
believe that the node has failed. Janakiraman et al. proposed an improved algorithm for detecting failed nodes
based on rank criterion [8], which is used to effectively locate failed nodes during dynamic exchange of emergency
messages in critical situations. This algorithm affects the location of failed nodes under the dynamic exchange of
emergency messages through the IRC-NOS-DM model, which helps to send warning messages to enterprise nodes
facing the impact of channel competition. It is developed to improve the transmission rate of warning packets
while minimizing overhead, delay and channel utilization. Through the reliable warning message transmission,
the accurate positioning of the failed nodes in the network can create a reliable environment and realize the
detection of the failed nodes in the network. However, this method needs some changes or adjustments to adapt
to the network with many nodes, and dynamic exchange of emergency messages may lead to additional overhead
and delay.

Considering the delay probability factor can better reflect the uncertainty of message transmission in the
supply chain network [9], so as to predict the potential failure risk more accurately, find the failure risk in time,
and take corresponding measures to intervene and deal with it, thus enhancing the robustness and stability of
the supply chain network; It can optimize the resource allocation in the supply chain network and improve the
overall operational efficiency; It can better evaluate the risks and benefits between layers, thus promoting the
cooperation between layers and jointly realizing the stable operation of the network. Therefore, applying the
delay probability factor to the cascading failure detection algorithm of multi-layer supply chain network overload
can improve the prediction accuracy, find risks in advance, optimize resource allocation, enhance robustness and
promote cooperation.
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Figure 1. Schematic diagram of multi-layer supply chain network.

2. Multi-layer supply chain network overload cascade failure detection
algorithm

2.1. Multi-tier supply chain network model construction

Supply chain network is a hierarchical network [10], including supplier network, manufacturer network, dis-
tributor network, retailer network and other entities. Enterprises will establish cooperative relations according
to supply and demand, thus constructing a multi-layer supply chain network model of raw material suppliers–
manufacturers–distributors–retailers. Based on the complex network analysis method, this paper maps enter-
prises into nodes, the cooperative relationship between enterprises is characterized by edges, and the scale of
transactions between enterprises is represented by edge weights, as shown in Figure 1.

The supply chain network is divided into four levels, which are raw material suppliers, manufacturers, dis-
tributors and retailers from top to bottom. Assuming that the business scope of an enterprise will not expand,
the cooperative relationship between enterprises will only occur at the upper and lower levels, but there is
no cooperative relationship between different levels, and an enterprise can establish contacts with many enter-
prises. Because the supply chain network is difficult to obtain empirical data support, the strength of interaction
between upstream and downstream levels of the supply chain is taken as the basis for whether there is a connec-
tion between enterprises, the attraction strength between enterprises is established through the law of gravity.
In response to your question, I have provided the following explanation and answer in the article: If the network
has a more general structure, with supplier nodes at the top and retailer nodes at the bottom, but without
assuming the “middle” of the network, then discuss the following situation:

(1) Diversity of node types and functions.
– In complex scenarios such as chemical engineering supply chains, there are multiple types of nodes in

between. For example, in addition to common manufacturers and distributors, there may also be nodes
dedicated to providing specific chemical raw material processing services, whose function is to prelim-
inarily process raw materials to meet the requirements of subsequent production steps. The existence
of these nodes will change the path of logistics and information flow, making the load distribution and
propagation rules based on a simple four layer structure more complex.

There are some auxiliary nodes, such as quality inspection nodes, research and development nodes, etc.
The quality inspection node will inspect the products that have passed through, and unqualified products
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may be intercepted, which will affect the load situation of subsequent nodes. Research and development
nodes may improve products based on market demand and technological development, thereby changing
production processes and the demand for raw materials, which in turn affects the load balancing and
stability of the entire supply chain.

(2) Complexity of connection relationships.
– The connection relationship is no longer a simple hierarchical connection. In the chemical engineering

supply chain, there may be situations where suppliers have specific business connections directly with
retailers, such as some special chemical reagent suppliers providing products directly to specific large
retailers, bypassing the intermediate manufacturer and distributor links. This cross layer connection will
disrupt the original load propagation and distribution pattern.

– The connections between intermediate nodes are more complex and diverse. For example, different manu-
facturers may form tight connections due to collaborative research and development or shared resources,
which may result in a different redistribution of load between these nodes compared to a simple hier-
archical structure. Moreover, the connections between nodes may be dynamically changing, and the
cooperative relationships between nodes may change with market demand, technological advancements,
or corporate strategic adjustments, thereby affecting the stability of the supply chain and the mode of
fault propagation.

(3) Impact on fault detection algorithms.
For the detection of node faults, due to the complexity of node types and connection relationships, the
propagation path of faults becomes difficult to predict. In a simple four layer structure, faults may propagate
from upper to lower layers in a relatively fixed pattern, but in more complex structures, faults may rapidly
spread throughout the network through various cross layer connections and complex intermediate node
relationships, making it difficult for fixed rule-based fault detection algorithms to accurately identify fault
nodes and predict fault propagation paths.

The definition of node capacity and load will also become more complex. Different types of nodes may have
different capacity measurement standards, for example, the capacity of quality inspection nodes may be related
to detection capability and processing speed, while the capacity of research and development nodes may be
related to research and development resources and innovation capabilities. The calculation of load also needs
to consider more factors, such as the requirements of different nodes for product quality, technical content,
etc. This makes the load calculation method based on simple supply and demand relationship definition no
longer applicable, thereby affecting the accuracy of determining whether nodes are overloaded in fault detection
algorithms.

The cooperative relationship between enterprises is screened and established through the threshold method.
Among them, the strength of attraction between enterprises is directly proportional to the scale of the two
enterprises and inversely proportional to the spatial distance between enterprises, and the gravity model between
enterprises is established: ⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

𝐴𝑖𝑗 = 𝑊𝑖𝑊𝑗

𝑑2
𝑖𝑗

𝑊𝑖 = (RC𝑖−RCmin)
(RCmax−RCmin)

𝑑𝑖𝑗 =

{︃√︁
(𝑥𝑖 − 𝑥𝑗)2 + (𝑦𝑖 − 𝑦𝑗)2, 𝑖 ̸= 𝑗

1, 𝑖 = 𝑗.

(1)

Among them, 𝐴𝑖𝑗 represents the strength of attraction between enterprise 𝑖 and enterprise 𝑗; 𝑊𝑖 represents
the node strength of enterprise 𝑖; 𝑊𝑗 represents the node strength of enterprise 𝑗; 𝑑𝑖𝑗 represents the spatial
distance between enterprise 𝑖 and enterprise 𝑗. Considering that the distribution deviation of registered capital
data of enterprises is large, the registered capital data of enterprises is standardized by extreme range, and
the node strength of enterprises is characterized by the processed data. Among them, RC𝑖 represents paid-in
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capital scale of enterprise 𝑖; RCmax represents the largest paid-in capital scale in the enterprise’s hierarchy;
RCmin represents the smallest paid-in capital scale in the enterprise’s hierarchy. The spatial distance between
enterprises is described by the spatial distance between provincial capitals where enterprises are located, among
which,𝑥 indicates the longitude of the provincial capital where the enterprise is located; 𝑦 indicates the latitude
of the provincial capital where the enterprise is located, and the distance between enterprises in the same
province is the minimum value of 1.

By collecting the information of many raw material suppliers, manufacturers, distributors and retailers, a
multi-layer supply chain network model is constructed [11]. The specific construction steps are as follows:

(1) Initialize the number of enterprise nodes, select the adjacent upstream and downstream levels, and take raw
material suppliers and manufacturers as examples to calculate the inter-enterprise attraction of different
levels 𝐴𝑖𝑗 , 𝑖 is a raw material supplier level enterprise, 𝑗 is a manufacturer-level enterprise.

(2) According to the threshold method, only when the attraction 𝐴𝑖𝑗 between two enterprises exceeding the set
threshold 𝜉, upstream enterprise 𝑖 establishes a cooperative relationship between downstream enterprise 𝑗.

(3) Select different levels of enterprise nodes and repeat the previous two steps to establish a multi-layer sup-
ply chain network of raw material suppliers–manufacturers, manufacturers–distributors and distributors–
retailers.

Because of the reciprocity between enterprises in the supply chain network, the supply chain network is
represented by a network diagram 𝐺 = (𝑃,𝐿, 𝑄, 𝐴) through networking, among them, 𝑃 = {𝑝1, . . . , 𝑝𝑁} express
a collection of 𝑁 enterprise nodes, and classified according to the level in the supply chain, including suppliers,
manufacturers, distributors and retailers; 𝐿 = {𝑙1, . . . , 𝑙𝑀} express a collection of 𝑀 links (business relationships
between enterprises); 𝑄 = {𝑞1, . . . , 𝑞𝑀} express a set of 𝑀 link weights; 𝐴 = {𝑎1, . . . , 𝑎𝑁} express adjacency
matrix of 𝑁 enterprise nodes, in which, 𝑎𝑖𝑗 is a (0, 1) variable, representing an enterprise whether node 𝑖 and 𝑗
are connected. 𝐺 can be represented by 𝑁 ×𝑁 weight matrix of 𝐺𝑤, among them, 𝑞𝑖𝑗 represents link weights
between enterprise node 𝑖 and enterprise node 𝑗, such as volume of business, chain length, etc., if 𝑞𝑖𝑗 = 0, it
means that two enterprise nodes are not connected. The supply chain network is constructed by the way of
similar weight. The greater the link weight, the smaller the distance between enterprise nodes in the supply
chain network and the closer the relationship. Network efficiency refers to the degree of effectiveness that the
network can exert during operation, and the shortest path length of the supply chain network is used to describe
the transmission performance and efficiency of the network.

𝐸(𝐺) =
1

𝑁(𝑁 + 1)

∑︁
𝑖 ̸=𝑗∈𝐺

𝑒𝑖𝑗 =
1

𝑁(𝑁 + 1)

∑︁
𝑖̸=𝑗∈𝐺

1
𝑑𝑖𝑗
· (2)

Set 𝐸0(𝐺) represent the efficiency of the supply chain network in normal operation; 𝐸𝑒(𝐺) represents the
network efficiency of the supply chain network after cascading failure. The shortest path 𝑑𝑖𝑗 from enterprise
node 𝑖 to enterprise node 𝑗 is calculated by the Floyd shortest path algorithm. The algorithm process of Floyd
shortest path is to take the distance matrix of enterprise node as the initial matrix, using this algorithm to
assume that the shortest path from an enterprise node 𝑖 to an enterprise node 𝑗 is 𝑑𝑖𝑠𝑖𝑗 , for each node in the
supply chain network 𝑘, check whether it exists 𝑑𝑖𝑠𝑖𝑗 > 𝑑𝑖𝑠𝑖𝑘 + 𝑑𝑖𝑠𝑘𝑗 . If it exists, update the shortest path
𝑑𝑖𝑠𝑖𝑗 = 𝑑𝑖𝑠𝑖𝑘 + 𝑑𝑖𝑠𝑘𝑗 . Traverse all nodes in the supply chain network to get the shortest distance matrix of the
supply chain network.

2.2. Supply chain network overload cascade failure modeling

Suppose that in the supply chain network, each enterprise node starts to run normally at a certain time, as
shown in Figure 2a. After a period of time, due to the failure of enterprise node 𝑖, the business relationship
between 𝑖 and enterprise nodes 𝑗1, 𝑗2, 𝑗3, 𝑗4 is affected, which cause supply interruption, as shown in Figure 2b.
Because it cannot meet the requirements of the enterprise node 𝑗1, 𝑗2, 𝑗3, 𝑗4, leading failure of enterprise node
𝑗1, 𝑗2, 𝑗3, 𝑗4, and further affects its business cooperation, as shown in Figure 2c, ultimately leading to the complete
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Figure 2. Overload cascading failure process of supply chain network.

failure of the supply chain network, as shown in Figure 2d. The failure of a single node in the supply chain
network will have two impacts: load propagation and load redistribution [12]. Load propagation will lead to the
overload failure of new nodes, and the load redistribution and the link weight value of nodes will affect each
other. This cycle will eventually lead to the cascade failure of the entire supply chain network.

2.2.1. Initial load

An enterprise node of an upper-layer network suffers from external interference, which leads to the failure
of the load exceeding the upper limit. The same type of upper-layer supplier node may cause the subsequent
upper-layer node overload cascade failure because of the load redistribution of the failed node [13], and the load
is distributed according to the size of the upper-layer node degree. At the same time, because of the connection
between the upper and lower networks, the failure of the upper network node will lead to the failure of the lower
network node, and the upper supplier enterprise will fail due to the overload, and the goods originally supplied
by the upper node to the lower node will be reduced to zero, resulting in the failure of the lower node due to
the lack of goods. In the supply chain network, logistics is the load, and the initial load is the initial logistics
volume of each enterprise node. In order to ensure the balance between supply and demand, the demand load
or supply load of enterprise nodes is often related to the supply load or demand load of neighboring enterprises
[14]. Considering that each node in the supply chain network has the characteristics of supply and demand, the
load of these two points is determined separately. The initial load can be defined as:

𝐿𝑆
𝑖 (0) =

(︃
𝑧out
𝑖

∑︁
𝑟∈Γ𝑖

𝑧out
𝑟

)︃𝜃

(3)

𝐿𝐷
𝑖 (0) =

(︃
𝑧in
𝑖

∑︁
𝑟∈Γ𝑖

𝑧in
𝑟

)︃𝜃

. (4)
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Among them, 𝐿𝑆
𝑖 (0) represents supply load of the initial enterprise node 𝑖, that is, supply; 𝐿𝐷

𝑖 (0) represents
demand load of the initial enterprise node 𝑖, that is, demand; Γ𝑖 represents a set of enterprise nodes connected
with enterprise nodes 𝑖, 𝑧𝑖 and 𝑧𝑟 respectively represent the degree of enterprise nodes 𝑖 and enterprise nodes
𝑟, that is, the number of enterprises connected with enterprise nodes 𝑖 and enterprise nodes 𝑟; 𝑧in

𝑖 and 𝑧out
𝑖

respectively represent the in-degree and out-degree of enterprise nodes 𝑖; 𝑧in
𝑟 and 𝑧out

𝑟 respectively represent
the in-degree and out-degree of enterprise nodes 𝑟; 𝜃 represents an adjustable parameter, the greater the 𝜃, the
greater the difference in initial load between enterprise nodes.

According to formulas (3) and (4), the supply and demand of each enterprise node in the supply chain network
can be balanced.

2.2.2. Node capacity

There are connections between the upper and lower levels of the supply chain network, such as information
transmission, material transportation and money transaction. The upper network node has an upper limit and
the lower network node has a lower limit. Once the upper network node’s capacity exceeds its own upper limit
or the lower network node’s capacity is lower than its lower limit, the node will have the risk of failure [15]. In
the actual operation process, enterprises in the supply chain network usually formulate corresponding measures
to prevent risks. For example, the failure of upstream enterprises will lead to the production risk of downstream
enterprises, while the failure of downstream enterprises will lead to the inventory risk of upstream enterprises,
so there is a certain capacity range in the supply and demand of enterprises, indicating the early warning ability
of enterprises to deal with risks. When the supply or demand exceeds the capacity range, enterprises will be
disturbed by risks. The upper load limit indicates the enterprise’s ability to cope with excessive inventory or
excessive demand. Generally, the upper load limit is directly proportional to the initial load, so the upper supply
load limit and the upper demand load limit can be defined as:

𝐶𝑆
𝑖 = (1 + 𝛽)𝐿𝑆

𝑖 (0) (5)

𝐶𝐷
𝑖 = (1 + 𝛽)𝐿𝐷

𝑖 (0). (6)

When a business 𝑖, that in the event of a cessation of business by a downstream enterprise, the products
produced by the enterprise 𝑖 will not be marketable, making excess stockpiles of enterprise 𝑖 exist, at which
point 𝐶𝑆

𝑖 represents storage space set aside for enterprise 𝑖 to cope with excess inventory, etc.; when a business
𝑖, that in the event of the termination of the business of an upstream enterprise, the enterprise 𝑖 has insufficient
raw materials for production, resulting in enterprises 𝑖 unable to meet the needs of downstream enterprises, so
that the stockpile of enterprises 𝑖 is insufficient, at which point the 𝐶𝐷

𝑖 represents the finished goods reserved
for enterprise 𝑖 in advance, etc.; and 𝛽 indicates the overload factor.

Correspondingly, the set load floor is proportional to the initial load, and the supply load floor and demand
load floor can be defined as follows.

𝑈𝑆
𝑖 = (1− 𝛽)𝐿𝑆

𝑖 (0) (7)

𝑈𝐷
𝑖 = (1− 𝛽)𝐿𝐷

𝑖 (0). (8)

For ease of description, use 𝐿𝑖 referring to 𝐿𝑆
𝑖 and 𝐿𝐷

𝑖 , 𝐶𝑖 referring to 𝐶𝑆
𝑖 and 𝐶𝐷

𝑖 , 𝑈𝑖 referring to 𝑈𝑆
𝑖 and

𝑈𝐷
𝑖 , then 𝐶𝑖 and 𝑈𝑖 represent the upper load limit and lower load limit of enterprise 𝑖, when load 𝐿𝑖 ∈ [𝑈𝑖, 𝐶𝑖],

the business 𝑖 maintain normal business operations. 𝛽 is determined by the risk early warning investment of
enterprise 𝑖, the greater the 𝛽, the greater the ability to warn of risk for 𝑖, when 𝛽 = 0, indicating that the
enterprise 𝑖 has no risk warning capability.

2.2.3. Overloaded node load distribution

In the supply chain network [16], the failure of enterprise node will make the node connected to the upstream
enterprise poor supply, downstream enterprise demand dissatisfaction, and then make the supply chain network
to redistribute the flow of upstream and downstream nodes. In the completion of the load distribution of
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enterprise nodes, if the enterprise’s inflow load or outflow load and its corresponding inflow and outflow capacity
ratio is less than the range of the enterprise can withstand, the enterprise node due to supply and demand
problems caused by poor operation, thus leading to the failure, which in turn triggered a new round of risk
transfer.

Considering the reality of node failure [17], the load will be preferentially allocated to high-capacity nodes,
so when the node failure occurs in the cascade failure model, the load of the failed node is allocated to the
neighboring node enterprises in a way that is proportional to the initial load, i.e., the load is preferentially
allocated to the high-capacity node allocation strategy. In the supply chain network, the closer the enterprise
relationship the greater the loss suffered, the load allocation is proportional to the link weight. Assuming that
failure occurs for the enterprise node 𝑖 at time of 𝑡, the load and associated link weight of this node is 0. The
load distribution process is as follows.

(1) Distribute load to neighboring nodes according to the following equation.

∆𝐿𝑖𝑗(𝑡− 1) = 𝐿𝑖(𝑡− 1)
𝑤𝑖𝑗(0)∑︀

𝑚∈Γ𝑖
𝑤𝑖𝑚(0)

· (9)

Among them, ∆𝐿𝑖𝑗(𝑡 − 1) represents the amount of failure load caused by enterprise node 𝑖 failure to
enterprise node 𝑗. 𝐿𝑖(𝑡− 1) represents failure load for enterprise when node 𝑖 failure. 𝑤𝑖𝑗(0) represents the
initial weights link weights of the enterprise nodes 𝑖; Γ𝑖 represents the set of neighboring nodes of enterprise
node 𝑖; 𝑚 represents the number of neighboring nodes of enterprise node 𝑖.

(2) Updating the load of enterprise node 𝑗 and calculate the link weights with its neighboring nodes:

𝐿𝑗(𝑡) = 𝐿𝑗(𝑡− 1) + ∆𝐿𝑖𝑗(𝑡− 1) (10)

𝑤𝑗𝑙(𝑡) = 𝑤𝑗𝑙(0)
𝐿𝑗(𝑡)𝐿𝑙(𝑡)
𝐿𝑗(0)𝐿𝑙(0)

· (11)

(3) If the enterprise nodes load 𝐿𝑗(𝑡) is greater than the capacity of the enterprise node 𝐶𝑗 and then, at the
next moment, the further failures of enterprise node 𝑗 will occur, cascading failures continue to propagate,
and enterprise node 𝑗 transit from a normal state to an overloaded state, which is defined here as a risky
state.

2.3. Overload cascade failure detection for multi-layer supply chain networks considering
delay probability factors

Each node in the supply chain may send status update messages periodically to inform other nodes of their
status and availability. These messages can include information such as inventory level, production progress,
and transportation status, so that other nodes can understand the overall status of the supply chain. Therefore,
status update messages can be used to detect and confirm the connection and availability of the supply chain.
In the actual supply chain network environment, the traditional failure detection algorithm with a fixed timeout
value is obviously not flexible enough because of the large changes in message delay [18]. If the fixed value is too
small, it is easy to cause too many false alarms; If the fixed value is set too large, the detection time will become
longer. Therefore, ideally, this timeout value can change with the actual supply chain network status. When
the load of the enterprise nodes in the supply chain network is small, this value is smaller; On the contrary,
it is larger. For this reason, an adaptive failure detection algorithm based on delay probability is designed for
the multi-layer supply chain network. This algorithm obtains a timeout value after analyzing and calculating
the history of the node status update message delay in the supply chain network. This timeout value changes
with the actual message delay, and has strong adaptability. During the operation of the supply chain network,
the frequency that a correct process is incorrectly judged as invalid by other correct processes is called error
rate, which is a common indicator to measure the accuracy of failure detection [19]. The error rate is caused
by the delay of the status update message exceeding the preset timeout value and the loss of the status update
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message. The two events are independent. A message lost cannot be timeout. The same message will be received
eventually if it just fails to arrive after the timeout. The status update message delay timeout and status update
message loss are related to the supply chain network status, and the status update message delay timeout is also
affected by the supply chain node’s QoS requirements for failure detection. The query accuracy PA is used to
represent the QoS requirements of supply chain nodes, where, PA ∈ (0, 1). PA can be flexibly set according to
the requirements of different supply chain nodes to meet the QoS requirements of different supply chain nodes.
When the supply chain nodes have high requirements on the accuracy of overload cascading failure detection
of the supply chain network. The value of PA should be set larger; when the speed of overload cascade failure
detection of the supply chain network is required to be high, PA can be turned down slightly.

The basic algorithm for overload cascade failure detection in supply chain networks is described as follows.
Set sup{𝑥 : 𝑝(𝑡 ≤ 𝑥) = 1} is the upper bound of the random variable in the supply chain network, i.e., sup(𝑡):

low{𝑥 : 𝑝(𝑡 ≥ 𝑥) = 1} is the lower bound of the random variable in the supply chain network, i.e., low(𝑡), then
sup(𝑡) and low(𝑡) is the only finite number.

If 𝑡 is a bounded random variable in the supply chain network, then 𝐹 (𝑡) = sup(𝑡)+low(𝑡)
2 is the average of the

random variable 𝑡 in the supply chain network; if low(𝑡) ≥ 0, then 𝐵(𝑡) =
√︀

sup(𝑡)× low(𝑡) is the geometric
mean of the random variable 𝑡 in the supply chain network.

Set 𝑡 is a bounded random variable in the supply chain network, the mathematical expectation and variance
of 𝑡 are 𝐻(𝑡) and 𝑉 (𝑡), and low(𝑡) ≥ 0, then there is:

𝑉 (𝑡) ≤ 2𝐻(𝑡)× [𝐹 (𝑡)−𝐵(𝑡)]. (12)

Set the mathematical expectation of the delay interval between the arrival of state update messages for the
supply chain network 𝐷 is 𝐻(𝐷), then for any 𝑡 > 0, there is:

𝑃 (𝐷 > 𝑡) ≤ 2𝐻(𝐷)× [𝐹 (𝑡)−𝐵(𝑡)]
[𝑡−𝐻(𝐷)]2

, (𝑡 > 𝐻(𝐷)). (13)

Because in overload cascade failure detection in multi-layer supply chain networks [20], the delay interval
between the arrival of state update messages is a random probability event. For this reason, set 𝐷 is the delay
probability of the arrival of the state update message, whose variance is 𝑉 (𝐷), then by Chebyshev’s inequality,
we have:

𝑃 (𝐷 > 𝑡) ≤ 𝑉 (𝐷)
[𝑡−𝐻(𝐷)]2

, (𝑡 > 𝐻(𝐷)). (14)

Thus, from equations (12) and (14), it follows that:

𝑃 (𝐷 > 𝑡) ≤ 2𝐻(𝐷)× [𝐹 (𝐷)−𝐵(𝐷)]
[𝑡−𝐻(𝐷)]2

· (15)

This algorithm does not consider the packet loss rate, and can be divided into two parts: message sending
and receiving and prediction of message delay time. The server of failure detection service and the enterprises
in the supply chain network do not need to establish a permanent connection. At this time, electronic data
interchange (EDI) system can be used to achieve communication.

(1) Each enterprise node in the supply chain network regularly sends status update messages to its failure
detector in the form of EDI system data packets. The status update message includes order status, inventory
information, transportation information, production progress, exceptions, and the serial number of the status
update message, which is incremental.

(2) Statistic recent supply chain networks 𝑞 individual from the node of the inspected enterprise 𝑞 of its delay
probability factor that computed for the status update message sent, calculate 𝐻𝑞(𝐷), 𝐹 (𝐷) and 𝐵(𝐷),
and obtained on the basis of calculation for 𝐻𝑞(𝐷), 𝐹 (𝐷) and 𝐵(𝐷) that yields the time interval ND at
which the next state update message in the supply chain network is likely to arrive. Among them, 𝐻𝑞(𝐷) is
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the mathematical expectation of the delay probability 𝐷 of the state update message sent by the enterprise
node 𝑞 in the supply chain network. The mathematical expectation of the 𝐹 (𝐷) is the average value of 𝐷;
𝐵(𝐷) is the geometric mean of 𝐷. On this basis, the historical prediction delay probability of the supply
chain network is weighted. Let the time of the current prediction be 𝑇1, whose corresponding weights is 𝑃1,
the time of the previous prediction is 𝑇2, corresponding weights is 𝑃2, the time of the previous prediction
is 𝑇𝑖, corresponding weights is 𝑃𝑖, the time of the previous prediction is 𝑇𝑤, corresponding weights is 𝑃𝑤,
of which, 𝑤 is the size of the history window of this supply chain network, and

∑︀𝑤
𝑖=1 𝑃𝑖 = 1. According to

Zipf’s first law, 𝑃𝑖 = 𝐾
𝑖 , of which, 𝐾 is a parameter, the value of 𝐾 can be calculated by normalizing:

𝑤∑︁
𝑖=1

𝑃𝑖 =
𝑤∑︁

𝑖=1

𝐾

𝑖
= 𝐾

𝑤∑︁
𝑖=1

1
𝑖
≈ 𝐾 * (ln 𝑤 + 𝑟) = 1. (16)

Among them, 𝑟 is Euler’s constant. Therefore, it can be defined as follows:

𝐾 ≈ 1
ln 𝑤 + 𝑟

· (17)

Obtaining the predicted value ND of the delay probability for the arrival of the next state update message
in the supply chain network. Based on the delay probability of the arrival of the historical state update
message of the supply chain network and the predicted delay probability of the arrival of the next state
update message of the supply chain network, the timeout value of the timer at the moment of the arrival of
the next state update message of the supply chain network is set.

(3) If the delay probability obtained by updating the message history delay record based on the state of the
supply chain network within ND𝑝𝑖(𝑞), the enterprise node in the supply chain network is considered to be
running normally if it receives the corresponding status update message; On the other hand, if no status
update message is received from the enterprise node in the supply chain network within ND𝑝𝑖(𝑞), it indicates
that the node has failed, realizing the overload cascade failure detection of the multi-layer supply chain
network.

3. Experimental analysis

Since the supply chain network in life has scale-free characteristics, in order to test the effectiveness of the
fault detection algorithm, the Barabasi Albert (BA) scale-free multi-level supply chain network model shown
in Figure 1 will be constructed for simulation. The model includes multiple nodes of suppliers, manufacturers,
distributors, retailers and the edges of the supply chain network, such as orders and transportation. The initial
status of the supply chain network is set to 𝑚0 enterprise nodes, each iteration introduces a new node, the
𝑚(𝑚 ≤ 𝑚0) nodes are connected based on the probability obtained from the node degree calculation. Construct
an unscaled supply chain network model with the number of nodes 500–1500, set 𝑚0 = 5, 𝑚 = 5, set the
adjusted load parameters 𝛽 = 2, the experiments were run independently for 30 times and averaged.

Because in the normal state of multi-layer supply chain network, the load of each enterprise node is within
the capacity, when the load exceeds the upper limit of the capacity, the node will be transformed from the
normal state to the overload state, and there is the risk of cascade failure, if the node exceeds the maximum
risk control capacity of the enterprise, the normal business of the enterprise will be interrupted, and it will
be transformed directly to the failure state, while the nodes in the risky state will take emergency recovery
measures, and if recovery fails, it will be transformed to the failure state, resulting in the overload cascade
failure in the multi-layer supply chain network. Therefore, different node capacity upper limit is set, different
layers in the supply chain network are deliberately attacked, and the attack ratio is set to 0.6%, the algorithm
in this paper detects the state of each node and edge in the supply chain network in real time and records the
number of failed nodes, and the state change of each node and edge at each time is used to calculate the delay
probability of each node and edge to complete the overloaded cascade failure detection in the multi-layer supply
chain network, and the validation results are shown in Figure 3.
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Figure 3. Overload cascading failure detection results in a multi-layer supply chain net-
work using the method proposed in this article. (a) Intentionally attacking supplier networks.
(b) Deliberate attack on retailer networks.

As can be seen in Figure 3a, in the process of detecting cascading failures of overload in the multi-layer supply
chain network through the algorithm in this paper, the supplier network nodes are deliberately attacked. When
the upper limit of node capacity is increased to 1.6, the number of failed nodes in the multi-layer supply chain
network decreases significantly, and when the upper limit of node capacity is 2.0, the algorithm in this paper
detects 5 failed nodes in the supplier network, There are 9 failed nodes in the manufacturer’s network, 16 failed
nodes in the distributor’s network, and 30 failed nodes in the retailer’s network. There are no other new failed
nodes. This indicates that the increase in the upper limit parameter of node capacity reduces the number of
new failed nodes or does not add new failed nodes; It can be seen from Figure 3b that under the same attack
proportion, the retailer network nodes are deliberately attacked. When the node capacity ceiling parameter is
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1.54, the number of failed nodes in the multi-layer supply chain network decreases significantly. When the node
capacity ceiling is 1.9, the algorithm in this paper detects that there are 0 failed nodes in the supplier network
and 8 failed nodes in the manufacturer network, There are 18 failed nodes in both the distributor network and
the retailer network, and there are no new failed nodes in the network. It shows that the algorithm in this paper
can effectively detect the failure of each overloaded enterprise node in the multi-layer supply chain network, help
to enhance the early warning and response ability to cascading failure of the supply chain network, improve the
stability and reliability of the supply chain network, reduce operational risk, and ensure the normal operation
of the supply chain network and business continuity.

The cascading failure process of a multi-layer supply chain network stops when the network does not generate
new failed nodes, or ends when the entire network collapses. Therefore, the number (and proportion) of failed
nodes is used to describe the result of the overloaded cascade failure process of the multi-layer supply chain
network. The higher the number of failed nodes (and the higher the proportion of failed nodes), the more
vulnerable the multi-layer supply chain network is. Set Ψ′ as the number of all failed nodes in the supply chain
network after an overload cascade failure in the supply chain network. Ψ is the number of all initial nodes in
the supply chain network. Then, the proportion 𝜁 of failed nodes is:

𝜁 =
Ψ′

Ψ
· (18)

Among them, the larger the 𝜁, the larger the scale of cascade failure in the multi-layer supply chain network,
the larger the number of failed nodes in the multi-layer supply chain network, and the more vulnerable the
multi-layer supply chain network.

The attack method of the initial failure node in the multi-layer supply chain network adopts intentional attack
or random attack, intentional attack refers to select a part of the node in the network with large degree value
to attack, that is to say, the degree value of the node is ranked from large to small, and a certain proportion
of the nodes from the front to the back of the ranked nodes are selected for attacking, so as to make it invalid.
Random attack refers to randomly select a certain percentage of nodes in the network to attack to make it fail.
After selecting a certain percentage of initial failure nodes, the cascade failure process of multi-layer supply
chain network starts until there are no new failure nodes or the whole network collapses. When the size of
multi-layer supply chain network is set to 500, 1000 and 1500 nodes, intentional and random attacks are carried
out on supplier and retailer network layers respectively, and the algorithm of this paper is applied to detect the
overload cascade failure of multi-layer supply chain network, and analyze the risk-resistant ability of multi-layer
supply chain network. The proportion of total failed nodes in the multi-layer supply chain network is used to
measure the vulnerability of the network, and the larger the proportion, the more vulnerable the multi-layer
supply chain network is, and the validation results are shown in Figure 4.

As can be seen from Figure 4, regardless of the size of the multi-layer supply chain network, whether it is a
deliberate attack or a random attack, the algorithm in this paper detects that the curve of the supplier network
layer arrives first 𝜉 point with a value of 1 indicate that the supply chain collapse threshold is smaller when
initially attacking the nodes in the supplier network layer, i.e., the multi-layer supply chain network collapses
faster. Under the premise that the multi-layer supply chain network has not collapsed completely, with the same
initial failure ratio, the supplier network layer curve is smaller than the retailer network layer curve, high value
𝜉 means that the vulnerability of the multi-layer supply chain network when attacking the supplier network
layer is greater than that when attacking the retailer network layer, which proves that the multi-layer supply
chain network is more vulnerable and easier to collapse when attacking the supplier network layer. Comparing
Figures 4c and 4d, it can be found that when the initial attack proportion is 7%, the multi-layer supply chain
network will all collapse whether attacking the supplier network layer or the retailer network layer, while the
multi-layer supply chain network will show stronger robustness when attacking randomly, and only when the
initial attack proportion is not less than 30% can the multi-layer supply chain network collapse completely. It
can be seen that this algorithm can effectively detect the failure of the supply chain network under different
attack conditions and different initial failure ratios of nodes, and measure the anti risk ability of the supply chain
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Figure 4. Vulnerability of multilayer supply chain networks under different node initial failure
ratios. (a) Intentional attack with 500 nodes. (b) Random attack with 500 nodes. (c) Intentional
attack with 1000 nodes. (d) Random attack with 1000 nodes. (e) Intentional attack with 1500
nodes. (f) Random attack with 1500 nodes.
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network. A purposeful and artificial attack on an important enterprise in a multi-layer supply chain network
can easily lead to the paralysis of the entire multi-layer supply chain network. In the face of a small range of
natural damage, the multi-layer supply chain network has a certain ability to resist risks.

When the nodes in the multi-layer supply chain network fail, the failed nodes in the network will be discon-
nected from other nodes, therefore, the connectivity of the multi-layer supply chain network will change with the
cascade failure process in the network. In order to further verify the effectiveness of this paper’s algorithm for
overloaded cascade failure detection in multi-layer supply chain network, set the size of multi-layer supply chain
network as the number of nodes is 1000, and carry out deliberate and random attacks on the supplier network
layer and the retailer network layer, respectively, and the maximum connectivity slice index 𝜀 for measuring the
impact of failed nodes on the efficiency of a multi-layer supply chain network, the formula is expressed as:

𝜀 =
𝜄′

Ψ
· (19)

Among them, 𝜄′ is the number of nodes in the maximally connected subgraph in the multilayer supply chain
network; the 𝜀 is an indicator of the maximum number of connected slices, the larger 𝜀, the better the multi-layer
supply chain network connectivity, then the efficiency of the multi-layer supply chain network is increased, and
the cascade failure process has less impact on the multi-layer supply chain network structure. The validation
results are shown in Figure 5.

Figure 5 illustrates the maximum connectivity slice metrics of the multi-layer supply chain network obtained
by applying the algorithm of this paper through detection, when 𝜀 is 1, it means that the multi-layer supply
chain network is all connected, and the efficiency of the multi-layer supply chain network is the highest in this
case. When 𝜀 is 0, all the nodes in the multi-layer supply chain network are isolated nodes and are not connected,
so the efficiency is the lowest. As can be seen in Figure 5, regardless of the initial attack on the supplier network
layer or retailer network layer, the maximum connectivity slice index 𝜀 reaches 0 point faster when deliberately
attacked. In addition, whether it is intentional attack or random attack, the initial attack node is the supplier
network layer node, the impact on the efficiency of the multi-layer supply chain network is greater, so that the
maximum connectivity index will fall to the point of 0 more quickly. The experimental results show that the
application of this paper’s algorithm can effectively detect the network connectivity changes caused by overload
cascade failure of supply chain network under different types of attacks with different initial failure ratios of
nodes, among which, the deliberate attack has a greater impact on the supply chain network, and the impact
of the attack on the supplier network layer is greater than that on the retailer network layer.

Realistic supply chain network scenarios are simulated, including multiple suppliers, producers, distributors,
and final consumers as key links. To simulate different failure scenarios, we set up multiple initial failure rates,
including random attack scenarios of 5% and 10%, as well as scenarios where nodes at a specific supplier
network layer are intentionally attacked. These settings aim to simulate various failure scenarios that may occur
in the supply chain network, and thus verify the performance of the failure detection algorithms in real-world
applications. In order to evaluate the performance of the algorithms, key metrics such as failure detection
accuracy and testing time under different failure scenarios are recorded and comprehensively analyzed and
compared. The specific results are shown in Table 1. The experimental results are shown in Table 1.

Analyzing Table 1, it can be seen that from the perspective of failure detection accuracy, the method in this
paper shows high accuracy in a variety of scenarios. In the random attack scenarios with initial failure rates of
5% and 10%, the failure detection accuracy reaches 92% and 89%, respectively, which indicates that the method
has strong failure identification capability under random attacks. When the initial failure node is a provider
network layer node and is intentionally attacked, although the accuracy rate decreases to 78%, this value is still
at a high level, which shows the stability and reliability of the method under complex attack scenarios. Second,
in terms of testing time, the method in this paper also performs well. In random attack scenarios with an initial
failure rate of 5% and 10%, the test time is 4.2 min and 4.8 min, respectively, and this test speed ensures rapid
diagnosis and response after failures occur. Even in the case of intentional attacks on the provider network
layer nodes, the test time is only 5.5 min, which is still an acceptable time range to meet the needs of practical
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Figure 5. Maximum connectivity of multi-layer supply chain networks under different initial
failure ratios of nodes. (a) Intentional attack. (b) Random attack.

applications. In terms of risk resistance assessment, this paper’s methodology has a high overall evaluation value
of 8.5/10 by comprehensively evaluating the performance of the supply chain network under different attack
conditions and the proportion of initially failed nodes, which indicates that the methodology has a significant
effect in enhancing the risk resistance of the supply chain network, and is able to provide a strong support
for enterprise’s risk management. In addition, the method in this paper also shows excellent performance in
terms of resource optimization effect. By optimizing the resource allocation efficiency through the algorithm,
an increase of 15% is achieved, which means that enterprises can utilize the existing resources more effectively,
improve productivity and reduce costs. Finally, in terms of enhancing network robustness, the application of
the methods in this paper makes the supply chain network more resistant to failures. Specifically, the network
robustness is increased by 20%, and this significant improvement means that the supply chain network can
maintain stable operation and efficient collaboration even in the face of complex and changing failure scenarios.
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Table 1. Results of the applicability of the algorithm in this paper.

Experimental
indicators

Situation description
Numerical
performance

Applicability

Failure
detection
accuracy

Initial failure rate of 5%, random attack 92% High
Initial failure rate of 10%, random attack 89% Higher
The initial failed node is a supplier network layer node,
intentionally attacked

78% Secondary

Testing time

Initial failure rate of 5%, random attack 4.2min Faster
Initial failure rate of 10%, random attack 4.8min Faster
The initial failed node is a supplier network layer node,
intentionally attacked

5.5min Acceptable

Risk
resistance
assessment

Performance of supply chain networks under different
attack conditions and initial failure node ratios

Comprehensive
evaluation
value 8.5/10

Good

Resource
optimization
effect

Resource allocation efficiency optimized through
algorithms

Increase
by 15%

Remarkable

Enhancement
of network
robustness

After the application of algorithms, the supply chain
network has the ability to resist failures

Increase
by 20%

Obvious

4. Conclusion

Considering the complexity of multi-layer supply chain network, this paper establishes a multi-layer supply
chain network overload cascade failure model and combines the delay probability to complete the multi-layer
supply chain network overload cascade failure detection, and analyzes the detection effect of this paper’s algo-
rithm and the vulnerability of the network under different attack modes, as well as the influence of the supplier
network layer and the retailer network layer on the collapse of the whole network through simulation experi-
ments. The results show that the algorithm can effectively detect the failure of each overloaded enterprise node
in the multi-layer supply chain network under the same attack ratio, and the larger the node capacity, the
fewer the failure nodes exist; At the same time, no matter the initial attack is on the supplier network layer
or the retailer network layer, with the same initial failure ratio, the network does not collapse under the same
attack ratio, but it does not collapse under the same attack ratio. When the initial failure ratio is the same, the
number of failed nodes in the retailer network layer is obviously more than that in the supplier network layer,
and the retailer network layer is more fragile under the premise that the network has not collapsed. When the
initial attack node is a node in the supplier network layer, the threshold value of network collapse is smaller,
i.e., the initial attack node in the supplier network layer, the supply chain network is more prone to collapse.
The algorithm proposed in this paper can better reflect the real-life supply chain network failure through failure
detection, which provides a reference for controlling the collapse of multi-layer supply chain network in order
to improve the robustness of multi-layer supply chain network and reduce the loss of multi-layer supply chain
network.
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