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STUDY ON CHARGING MODEL OF CLOUD MANUFACTURING SUPPLY
CHAIN CONSIDERING DATA SECURITY UNDER BLOCKCHAIN
TRACEABILITY TECHNOLOGY

JINnG WANG*®, MENGMENG L1U®, JIAYING Fu® AND SHUANG FAN

Abstract. Blockchain traceability technology enhances supply chain transparency and data secu-
rity in cloud manufacturing supply chain, thereby affecting the choice of charging models. This paper
innovatively integrates blockchain traceability technology with cloud data security management to con-
struct a cloud manufacturing supply chain model that includes operators and suppliers. It conducts
an in-depth analysis of equilibrium decisions under different charging models across varying levels of
blockchain traceability technology, and designs a cost-sharing and revenue-sharing contract to coordi-
nate the interests of all parties in the supply chain. It identifies four important results. First, as the level
of blockchain traceability technology transitions from weak to strong, the service price, market demand,
and profit levels for all parties in the cloud manufacturing supply chain show significant improvement.
Second, the sensitivity coefficient of blockchain traceability technology and the elasticity coefficient of
cloud data security positively influence the cloud data security level, blockchain traceability technology
level, service price, demand, and profit, whereas the associated cost coefficients exert a negative in-
fluence. Third, he combined cost-sharing-revenue-sharing contract exhibits strong robustness and can
effectively coordinate the cloud manufacturing supply chain, achieving Pareto improvement. Fourth,
the strategic choices of the operator and the supplier are highly dependent on the revenue-sharing ra-
tio. Both excessively high and low ratios lead to preference misalignment, which is further exacerbated
by the cost coefficients of blockchain traceability technology and cloud data security management.
However, when the ratio lies within a specific intermediate range, both parties consistently favor the
revenue-sharing model. Increases in the sensitivity coefficient of blockchain traceability technology and
the elasticity coefficient of cloud data security further widen this cooperative range.
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1. INTRODUCTION

Cloud manufacturing, as a new industrial model that integrates cloud computing and big data analysis
technology, is promoting the development of the manufacturing industry to the direction of networking, service
and platform [1]. This transformation has completely reshaped the concept of traditional supply chain and
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transformed it into a highly integrated system, covering not only the circulation of material products, but also
the provision of value-added services [2], mainly involving demanders, cloud manufacturing platform operators
and suppliers [3]. With the acceleration of the process of cloud manufacturing, a large amount of data continues
to be uploaded to the cloud operator platform, and data security issues become increasingly prominent [4]. For
instance, SolarWinds suffered a supply chain attack with malicious code implanted, impacting U.S. government
departments and several Fortune Global 500 companies. The misconfiguration of a third-party cloud service
platform outsourced by Toyota led to the exposure of users’ sensitive core production data [5]. Competitors
imitated its processes to seize market share, damaging its brand reputation. These cases are not isolated.
According to the Cloud Security report, up to 24% of operators have experienced cloud security incidents.
Not only do the operators themselves suffer losses, but the overall security and stability of the industrial
chain are also endangered. Therefore, data security protection is of the utmost urgency. The introduction
of blockchain traceability technology may serve as a viable solution, as it ensures real-time transparency of
service status and information immutability [6], thereby effectively enhancing cloud data security. By integrating
the capabilities of blockchain traceability, a security perimeter spanning the entire lifecycle of data — from
generation and transmission to storage — can be established. This enables real-time risk awareness and globally
credible traceability of transaction data [7], offering a valuable reference for enhancing data security in cloud
manufacturing.

A reasonable charging model is the key to help operators apply blockchain traceability technology, achieve
sustainable development, and balance the interests of cloud members. Amazon Web Services (AWS) for example,
its contracts require users to prepay fixed long-term fees that are non-cancellable and non-refundable for unused
portions. When actual demand falls below projections, low resource utilization exposes users to financial waste,
prompting some to migrate toward more flexible pay-as-you-go models [8]. Similarly, Google Cloud’s data egress
fees substantially increase the cost for users to switch providers or adopt multi-cloud strategies. This has led some
customers — faced with opaque pricing and migration barriers — to discontinue service and opt for platforms
with greater cost transparency [9]. The above events show that if the charging model is not properly set,
enterprises may face problems such as user loss, reduced return on investment, limited innovation, and reduced
service quality, all of which will have a negative impact on the long-term sustainable development of enterprises.
Therefore, designing a reasonable charging model is crucial to balance the needs of stakeholders, ensure financial
stability and maintain market competitiveness. To sum up, the rise of cloud manufacturing not only promotes
the modernization transformation of the manufacturing industry, but also brings challenges such as data security
and charging models. The use of blockchain traceability technology can improve the transparency and security
of data transactions. At the same time, the reasonable design of the charging model is crucial to ensure the
harmony of interests of all participants and the sustainable development of the platform, which requires close
cooperation and continuous exploration among operators, suppliers and demanders.

Although researchers have explored the charging models in cloud manufacturing supply chain management,
cite a few the roles of blockchain traceability technology and cloud data security are often overlooked. Therefore,
this study aims to explore the impact of the application of blockchain traceability technology and the security
level of cloud data on the charging model and the optimal service price. We try to answer the following questions:
(1) What factors influence the levels of blockchain traceability technology and cloud data security in a cloud
manufacturing supply chain? (2) How do blockchain traceability technology and cloud data security affect
the profits of supply chain members and their choice of charging model? (3) Under what conditions do cloud
manufacturing platform operators and suppliers choose the fixed service fee model and revenue-sharing model?

To address the above questions systematically, we construct a two-echelon cloud manufacturing supply chain
comprising one cloud manufacturing platform operator and one cloud manufacturing supplier. As the rule-setter
and dominant actor in the supply chain, the operator makes decisions first, while the supplier, acting as the
follower, responds accordingly [10]. Based on this sequential decision-making structure, we employ a Stackelberg
game model to characterize the strategic interaction between the operator and the supplier. Subsequently, under
both strong and weak blockchain traceability technology scenarios, we derive the optimal pricing strategies for
the fixed service fee model and the revenue-sharing model, both of which incorporate blockchain traceability
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technology and consider cloud data security. Then, we analyze the optimal decisions of supply chain members
under varying levels of blockchain traceability technology and different charging models. Furthermore, we design
a cost sharing-revenue sharing contract for a cloud manufacturing supply chain coordination in the dynamic
context.

Section 2 summarizes the existing literature. Section 3 states the problem description and model assumptions.
Section 4 present the construction and solution analysis of the models. Section 5 designs the cost sharing —
revenue sharing contract. Section 6 conducts a numerical analysis and discussion. Section 7 provides conclusions.

2. LITERATURE REVIEW

The literature related to this paper mainly falls into the following three categories: the supply chain manage-
ment considering data security, application of blockchain traceability technology in supply chain management
and supply chain charging model.

One is the supply chain research considering data security. The continuous development of information
technology and consumers’ concern for privacy protection have pushed data security to the forefront [11,12].
Numerous data breach incidents indicate that supply chain vulnerabilities have become the weakest link in
corporate data protection systems. Supply chain members must establish transparent security mechanisms and
contingency plans to ensure consumer information security, thereby preventing erosion of consumer trust and
avoiding legal liabilities [13, 14].While privacy-preserving and cryptographic solutions such as homomorphic
encryption [15], hash algorithms, and differential privacy [16] — effectively enhance data security within the
supply chain, they struggle to address the challenges posed by over-reliance on central nodes, which can lead to
information silos and persistent security risks [17]. In contrast, decentralized technologies like blockchain and
federated learning help mitigate data security risks across the supply chain. For instance, Tsang et al. [18] utilized
blockchain to partition the network into multiple shards for data management, while Yao et al. [19] employed
blockchain to track all transactions on the network, storing transaction data in distributed ledgers maintained
across nodes, thereby ensuring data integrity and traceability and enhancing consumer acceptance of cloud
services. Additionally, vertical federated learning methods based on compressed sensing reduce communication
costs and data leakage risks while preserving model accuracy [20]. Beyond technical solutions, some scholars
have also explored the allocation of data security responsibilities and security investment strategies among
supply chain members. For example, Yang et al. [21] argued that data security responsibilities in cloud services
should be shared between the service provider and the user, and developed an incentive mechanism for security
investments by both parties. Although the academic community has achieved substantial progress in supply
chain data security management, research on the role of specific technologies in motivating security investments
by supply chain members remains relatively limited. Moreover, indiscriminately increasing data security levels
can raise operational costs for supply chain members and may even reduce overall supply chain efficiency [22].
Therefore, studying the balance between supply chain data security and economic performance is of critical
importance.

The second category is supply chain research that considers blockchain traceability technology. In today’s
business environment, the supply chain is faced with problems such as information asymmetry, which makes it
difficult for all links to cooperate, and easy data tampering, which makes it difficult to establish trust. Blockchain
technology has become a powerful tool to solve these problems due to its decentralized and immutable charac-
teristics [23,24]. Block chain is mainly divided into perishable block chain and public block chain. The public
block chain is open to everyone, while the perishable block chain has certain access restrictions and is more suit-
able for cooperative applications among enterprises [25]. The type of block chain studied in this paper belongs
to perishable block chain. The adoption of blockchain traceability technology in supply chains is influenced by
factors such as consumers’ traceability awareness and the associated technological investment costs [26]. The
optimal timing for its implementation is determined by the level of consumer privacy concern and technological
preference [6]. The introduction of blockchain traceability technology provides a novel approach to enhancing
data privacy protection within supply chains [27]. Khan et al. [28] have employed methods including text data
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encryption, permission-based access control, and hash verification to ensure data security and privacy. Xu et al.
[29] utilized multi-authority attribute-based encryption and an optimization framework to achieve fine-grained
data access control while balancing related factors for privacy preservation. As supply chains become increasingly
refined, the role of blockchain traceability technology and its associated data privacy protection mechanisms
grows more prominent. For instance, in cross-border e-commerce supply chains, platforms leverage blockchain
traceability for product quality verification, which enhances user trust [30]. When integrated into perishable
goods supply chains, such as agricultural products, the protected and credible data fundamentally influence mar-
ket demand and help optimize pricing strategies and economic outcomes for supply chain actors [31,32]. In cloud
platforms built for automotive manufacturing supply chains, blockchain-based smart contracts are employed as
a traceability solution to ensure the authenticity and transparency of critical data exchanged between upstream
and downstream enterprises, thereby improving supply chain coordination efficiency [33]. Furthermore, smart
contracts, as the core component of blockchain traceability technology, are reshaping collaboration paradigms
in cloud manufacturing supply chains. Even if a particular link is attacked or fails, the overall system can
maintain transparent and reliable operations, which strengthens supply chain resilience [34]. Additionally, by
leveraging blockchain traceability, abstract “sustainability” metrics can be translated into auditable, verifiable
on-chain data points. This increases transparency, reduces energy consumption, and enhances the sustainability
of cloud manufacturing supply chains [35]. While the academic community has extensively investigated the role
of blockchain traceability technology in protecting supply chain data privacy and its broader impact on sup-
ply chains, research within the cloud manufacturing context has predominantly focused on macro-level issues
such as its effects on supply chain collaboration, resilience, and sustainability. In contrast, micro-level aspects,
including pricing and profit distribution, have received comparatively limited attention.

The third category is the study of the supply chain charging model. Under the membership fee and transaction
fee model, based on the two-sided market theory, the optimal pricing strategy of the cloud manufacturing
supply chain is analyzed. The optimal pricing strategy is determined by the number of transactions within the
platform. The bilateral charging transaction fee model is better when the number of transactions is large, and
the bilateral charging membership fee is better when the number of transactions is small [36]. In the registration
fee mode, operators can quickly raise a large amount of funds in a short time, avoid bad debts, and use it for
investment, making the registration fee pricing significantly better than the transaction fee in the bilateral
market competition [37]. Under the two models of fixed service fee and registration fee, considering the impact
of users’ time sensitivity on the charging model of cloud manufacturing supply chain, the maximum profit of
the platform is positively correlated with the cross-network externality coefficient and negatively correlated
with the time sensitivity coefficient of the capacity demand side [38]. There are different thresholds of platform
value-added service effect under usage charging and subscription charging models. When the service effect is
in different threshold ranges, the manufacturer will choose subscription charging model or per-usage charging
model [39]. The revenue-sharing model refers to a pricing arrangement in which the service operator collects
a predetermined percentage of the transaction value as a service fee. Representative examples include mobile
network operators sharing data traffic revenue with third-party service providers for specific internet services
[40], and ride-hailing aggregation platforms taking a share of the income generated by transportation service
providers [41]. In cloud manufacturing supply chains, members share a portion of the incremental revenue gained
from using cloud services with the cloud service provider, often in exchange for reduced subscription fees or
enhanced security support [3]. The appropriateness of the revenue-sharing ratio plays a crucial role in shaping
supply chain pricing and profitability [41]. The integration of new-generation information technologies into
supply chains has reshaped decisions regarding charging model selection, pricing strategies, and optimal profit
distribution [42]. Therefore, further research is warranted to determine the optimal charging model, pricing
strategy, and resulting profit distribution following the integration of blockchain traceability technology into
cloud manufacturing supply chains.

In summary, while existing research has extensively explored data security management in supply chains,
the impact of blockchain traceability technology on supply chain data security, revenue, collaboration, and
sustainability, as well as the role of charging models in shaping pricing strategies and profitability, it has yet to
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fully elucidate the interplay between blockchain traceability technology and cloud data security. Furthermore, the
combined influence of these two factors on the selection of charging models, the formulation of pricing strategies,
and the resulting profit distribution within cloud manufacturing supply chains remains insufficiently examined.
Therefore, this study focuses on key decision variables including optimal service price, blockchain traceability
technology level, and cloud data security level in a cloud manufacturing supply chain that implements blockchain
traceability technology. It investigates the selection of charging models by the cloud manufacturing platform
operator and the supplier, and further designs a Cost-Sharing—Revenue-Sharing Contract to coordinate the
supply chain. The fixed service fee model provides stable revenue, facilitating cost planning and user expectation
management. The revenue-sharing model aligns the interests of the operator and the supplier, enabling risk-
sharing and benefit-sharing. While flexible models, such as pay-as-you-go, offer adaptability, they are often
unsuitable for cloud manufacturing supply chains because the value of cloud manufacturing services is difficult
to quantify, a difficulty that arises from industry-specific and hard-to-standardize parameters such as machining
accuracy and process complexity. Therefore, this study selects the revenue-sharing model and the fixed service
fee model as the charging modes for investigation within the cloud manufacturing supply chain context. The
contributions of this study are threefold. First, it adopts a novel perspective by simultaneously incorporating
blockchain traceability technology and cloud data security into the operational decision-making framework of a
cloud manufacturing supply chain. Under different charging models, it explores the optimal levels of blockchain
traceability technology and cloud data security that maximize supply chain profit while satisfying data security
requirements. Second, the study develops game-theoretic models for the cloud manufacturing supply chain under
different charging models and blockchain traceability technology level. It conducts an in-depth analysis of the
roles and impacts of the fixed service fee model and the revenue-sharing model, and investigates the optimal
charging model selection for both the cloud manufacturing platform operator and the supplier. Third, the study
designs a Cost-Sharing-Revenue-Sharing Contract under the fixed service fee model to incentivize cooperation
between the operator and the supplier in adopting blockchain traceability technology and enhancing data
security. It demonstrates that this contract can achieve coordinated outcomes in a cloud manufacturing supply
chain governed by blockchain traceability and data security management. Furthermore, the study identifies how
specific factors, including the data security management cost coefficient and the cloud data security elasticity
coefficient, influence product/service pricing, optimal profit, and charging model selection under varying levels
of blockchain traceability technology within the cloud manufacturing supply chain. The study contributes to the
literature by filling a theoretical gap in data security management for cloud manufacturing supply chains, offering
decision support for the application of blockchain traceability technology in this specific context, and providing
new theoretical support and practical guidance for the coordination management of cloud manufacturing supply
chains.

3. PROBLEM DESCRIPTION AND MODEL ASSUMPTIONS

3.1. Problem description

Consider a cloud manufacturing supply chain system comprising a cloud manufacturing platform operator (F')
and a cloud manufacturing supplier (R), integrated with blockchain traceability technology and data security
mechanisms. Facing increasingly stringent privacy laws and data security regulations, the cloud manufacturing
platform operator provides a certain level of cloud data security services to the supplier and adopts a charging
model to collect service fees. For instance, the Salesforce platform charges its enterprise users a fixed periodic
subscription fee [43], while AWS deducts a percentage of the supplier’s revenue from each transaction as a service
compensation [5]. Inspired by these two prevalent practices, we categorize the charging models into the fixed
service fee model and the revenue-sharing model. Under the fixed service fee model, the operator charges the
supplier a fixed amount w per transaction. Under the revenue-sharing model, the operator collects a ratio ¢ of
the supplier’s revenue from each transaction. The supplier, in turn, sells the product to consumers at a price p.
It should be noted that, in accordance with Article 82 of the General Data Protection Regulation (GDPR) [44],
data subjects (i.e., users) have the right to claim compensation for damages resulting from violations of data
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FIGURE 1. The structure of the cloud manufacturing supply chain.

protection regulations. This implies that if the actual cloud data security level provided by the operator fails
to meet the promised standard — i.e., a service failure occurs — the supplier may seek corresponding cloud data
security compensation k£ from the operator. In such cases, blockchain traceability technology plays a critical
role, not only in attributing liability but also in determining the supplier’s liability coefficient ¢ in the event of
potential cloud data security incidents. Should a cloud data security issue arise due to improper operations by
the supplier, consumers may claim corresponding cloud data security compensation @k from the supplier. For
example, in July 2018, Tencent Cloud experienced a server failure that resulted in the loss of data belonging to
Frontier Numerical Control Technology, failing to meet the previously committed cloud data security level. As
a result, Tencent Cloud was required to pay corresponding data security compensation [45]. The structure of
the cloud manufacturing supply chain is shown in Figure 1.

3.2. Model assumptions

The following assumptions are introduced to inform the model, reflecting the decision-making logic of cloud
supply chain participants and ensuring the feasibility of key variables.

(1) Platform operators and suppliers are rational decision makers, and there is a Stackelberg game relationship
between them, with operators as leaders and suppliers as followers [46].

(2) The demand function D consists of two components: a market benchmark demand Dy and a fluctuating
demand AD, i.e., D = Doy 4+ AD. The market benchmark demand is normalized to Dy = 1 [47]. The
fluctuating demand, defined as AD = AD’+AD”, is formulated as a nonlinear function of the service price,
the cloud data security, and blockchain traceability technology [26,29]. Here, AD' = —ap + (g captures
the linear perturbations in demand caused by price and cloud data security level, while AD” = e§ — €42
captures the inverted U-shaped impact of blockchain traceability technology on demand growth. In the early
stages of blockchain traceability technology adoption, an excess “technology dividend” stimulates a rapid
surge in market demand. As the technology gradually matures, the growth in demand slows and eventually
experiences a gradual decline. Thus, the total demand function can be expressed as D = 1—ap+ g+ — 2.

(3) To enhance trust among demand-side users, the platform operator has adopted blockchain traceability
technology. The investment cost of this technology is denoted as %%zt*V [48]. We assume that the investment
cost exhibits a quadratic relationship with the level of the blockchain traceability technology implemented.
Furthermore, driven by ongoing technological progress, the investment cost is expected to decrease gradually
over time [49].

(4) To further strengthen demand-side confidence in the service, the platform operator can commit to a higher
cloud data security level, denoted as g, thereby ensuring data security during transmission, storage, and
processing and mitigating the risks of data breaches or tampering. The operator concurrently bears the
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associated additional costs. It is assumed that the cloud data security cost is a quadratic function of the
the level of cloud data security over time ¢, expressed as ng?t~" [50]. Blockchain traceability technology
enhances the operator’s capability to resist data attacks. The more advanced this technology is, the more
significantly the cloud data security cost decreases over time [51]. Furthermore, since cloud data security
directly influences users’ perception of service quality and consequently determines service success or failure,
g can be interpreted as the probability of service success [52].

(5) Referring to the assumptions in [26,41], the revenue sharing ratio ¢ is an exogenous variable, and ¢ € (0, 1).

(6) Referring to the assumptions in [12,42], in order to ensure the negative characterization of the Hessian
matrix in the text and the economic feasibility of the expression of the correlation function, it is assumed
that —8amf + t7(2e2n + 0 (8 + kay)®) < 0, 8t Yan — (8 + kap)® > 0.

Table 1 lists the main symbols in this paper.

4. MODELING

4.1. Linearization of demand function

To ensure mathematical tractability and enable the efficient derivation of the optimal solution using commer-
cial optimization software, this study employs a piecewise linearization method to approximate the nonlinear
fluctuating demand function AD” = €§ — €6? [53]. As illustrated in Figure 2, the vertex of the AD" function
is selected as the breakpoint, dividing AD” into two intervals: weak blockchain traceability technology levels
(0 < ¢ < 0.5, Scenario b) and strong blockchain traceability technology levels (0.5 < § < 1, Scenario B). The
original nonlinear function is replaced by linear expressions corresponding to the tangents of the function curve
in each interval, as shown in equation (1). The demand function D after piecewise linearization is given by
equation (2).

5 (0<6<05)
AD" =€ 1
{6—6(5 (0.5 <d<1) (1)

D— 1—ap+Bg+ed (0<§<0.5) @)
C)l-ap+Bgte—es (0.5<5<1).
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TABLE 1. Main symbols and explanations.

Symbol Explanations

g The cloud data security level can be equivalently interpreted as the
probability of service success, g (0 < g < 1), A higher value of g, closer
to 1, indicates a greater cloud data security level and corresponds to
a higher probability of service success. Conversely, 1 — g defines the
probability of service failure.

é Blockchain traceability technology level § (0 < § < 1)

a The price sensitivity coefficient of cloud manufacturing services

€ The sensitivity coefficient of blockchain traceability technology
e(0<e<1)

I6] The elasticity coefficient of cloud data security

n The investment cost coefficient of cloud data security management

0 The investment cost coefficient of blockchain traceability technology

t Time

0% Factors influencing technological progress

P Price of products or services paid by consumers to suppliers

w Fixed service fees paid by suppliers to operators

¢ Revenue sharing ratio of operators

k Cloud data security compensation paid by the operator in the event of
service failure

%) The supplier’s liability coefficient, i.e., the proportion of compensation
provided to the consumer upon service failure

D/Dq Demand/Market benchmark demand

AD/AD'/AD"”  Fluctuating demand/Linear fluctuation demand/Nonlinear fluctuation
demand

TF /TR TT Profit of operators/suppliers/cloud manufacturing supply chain

4.2. Fixed service fee model (Model s)

In model s, the order of the game is: the operator of the cloud manufacturing platform decides the level
of blockchain traceability technology ¢, the level of cloud data security ¢ and the service fee w, and then the
supplier decides the service price p charged to the demand side. The profit functions of the operator and the
supplier are respectively

, 1
T =D (gw+ (1= g) (w—k)) = 50t776% =t~ 7g? (3)
TR =D (glp—w)+ (1 —9g)(p—w+k—pk)). (4)
4.2.1. Weak blockchain traceability technology level (Scenario b)

First of all, by inverse induction on (4) about the service price p for the first and second order partial
s 2__s
derivatives, can be obtained aaL;’ =1-2pa + wa + gB + de + ka(—=1+g+ v —gp), aa% = —2a < 0,

therefore 7%, is a strictly concave function of p. Therefore, letting its first order derivative equal to 0, we

can find the unique optimal response function of the operator regarding p to the supplier’s decision as

pP" = 1+w“+95+5€+§s(_1+g+¢_9¢) , substituting p*®” into the operator’s profit function, the third-order Hessian
—a 1 (B+ka(—2+)) 5
matrix of 73 regarding ¢,6, w, is H® = | 2 (B+ka(-2+¢)) —2t7"n+k (ﬁ}j ka(—1+ ) ke ,
€ ke —t=70
2 2

because (8¢t Yan — (B + kap)?) > 0, |H*| = it*2”/(f8a779+t7(26277+9(5+kacp)Q)) < 0, therefore Hes-
sian matrix is negative definite, 75> is a strictly differentiable concave function of g¢,d,w, so there is the
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sb* _ AnO(1—ka(—24¢))—kt” (22 n+(1+8)0(B+kaw))
- 80(7’]07t’7(2627]+9(ﬁ+k06(,0)2)
2t en(—1+kayp)
—8an0+t7(262n+0(ﬁ+katp)2

o Substituting the equilibrium solution of (w*®", g

unique optimal service fee w , the optimal blockchain traceabil-

ity technology level §*" =

) and the optimal level of cloud data security ng* =
tY9(=1+kayp) (B+kap)
—8an9+t7(262n+9(ﬂ+kaap)
sb* 72n9(3+k)atp)+kt’y@(262ﬂ+(1+ﬁ)0(ﬁ+katp))

sb” "§5b7) into pP” can be obtained as:

PP = —8anf-+t7 (2e2n+0(B+kap)?) , the profit function of the cloud manufacturing platform operator
. : sb* _ no(—1+kae)? sb* _ 4an?6? (—1+kap)®
and the cloud manufacturing supplier are, 737 = 8an0_ﬂ(262n+6(ﬁ+m@)2),7rR = Coant+t7 (20 108+ hap)?))"”

2anf(—1+kayp)

L A
and the demand function is D? = “Sand 11 (22103 kap)?)

Property 4.1. The impact of cloud data security elasticity factor and blockchain traceability technology sen-

sh* sb* sb* sb*
sitivity factor on supply chain decision making and profitability: (1) agﬂ >0, 8‘55 >0, 865 > 0, 8%5 >0,
onp” onyy” oD™" . op™” ouw™” 25" 99" omie” oy
o5 >0, 55 >0, S5 > 05 (2) F5m > 0, T > 0, Tg= >0, T > 0, = > 0, = > 0,
sb*
20— > 0.
€

sb*
Proof. Consider 8%[3 as an example.

apP" 10(=1+kap)(—4n0(3B+kap)+ktY o(—26°n+0(B+kap)?)) _ (0.2 20 .
o = (—8anb+t7 (2¢2n+0(B+kap)?))” » where (=8anf +#7(2€%n + 0 (8 + ko))" is
the square term greater than 0. By the parametric property —1 4+ kay < 0, —4nf(30 + kayp) +
ktYp(—2€%n + 0(8 + kap)?) < 0, so % > 0. Other properties are known by inference. O

Property 4.1 indicates that when the elasticity coefficient of cloud data security and the sensitivity coefficient
of blockchain traceability technology increase, the security degree of cloud data, the level of blockchain traceabil-
ity technology, the demand, the service price, the fixed service fee, and the profit of operators and suppliers will
increase accordingly. The increase of elasticity coefficient of data security means that the demanders attach more
importance to data privacy and security. The increase in the sensitivity coefficient of blockchain traceability
technology indicates that the market is becoming more sensitive to the transparency and traceability of product
or service data. In order to meet these needs, operators will not only increase their investment in cloud data
security technology, but also improve blockchain traceability technology, thereby improving the overall level of
data security and technical transparency. The overall added value of the product or service can be improved,
and the market demand will increase significantly. As demand and technology rise in tandem, operators and
suppliers can raise their service prices and fixed service charges accordingly. In the end, operators’ and suppli-
ers’ profits will also be significantly improved, and the cloud manufacturing supply chain will have higher profit
opportunities. However, the conclusions of this research model are mainly applicable to cloud manufacturing
supply chains with relatively mature technologies and markets. For small manufacturers, especially in the early
stages of technology, the earnings boost may not be as significant as for large enterprises due to the high cost
of blockchain investment. This is mainly because the high investment cost of early-stage blockchain traceability
technology may put pressure on the capital flow of small enterprises, causing them to be unable to recover
their investment as quickly as large-scale supply chains, and may even face limitations in the application of the
technology. Therefore, in this case, the impact of blockchain traceability technology on the overall performance
of the cloud manufacturing supply chain may be more limited.

In practice, Turkey’s Paribu exchange has implemented a multi-layered security framework — comprising local-
ized education programs, dynamic cold and hot wallet segregation, and third-party audited proof of reserves — to
significantly enhance consumer awareness and trust in blockchain traceability technology and data security [54].
This comprehensive approach has not only strengthened consumer confidence, leading to increased adoption for
cryptocurrency transactions platform, but has also created a positive feedback loop, incentivizing the operator
to further invest in blockchain and data security enhancements.
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Property 4.2. The impact of blockchain traceability technology and cloud data security management cost,
s sb*
coeﬁicient on supply chain decision rnaking and profit: (1) a%; <0, d“éa <0, 8%0 <0, 89 <0, 875’; <0,

sb* b* sb*
om0 <05 (2) 27 <0, 2u <o, 95 <, 22 <0,‘9’(;f7 <0, 7T <, 927 <,

sb* sb* Y 2,0 _ ¥
Proof. Take 8%9 < 0 as example 6%9 = _ 20 Tn(=1tkap) (—6ntkt “"(ﬁtkaf))
(78an9+t7(262n+9(ﬁ+kag&) ))

(—8amf + t7(2¢*n + 0(B + kay)?))? is a quadratic term greater than 0. By the parametric property
—1+kayp < 0, —6n+kt"o(8 + kayp) > 0, so 22

,  where

< 0. Other properties are known by inference from this. [

Property 4.2 indicates that when the cost coefficient of blockchain traceability technology and cloud data
security management increases, the security degree of cloud data, the level of blockchain traceability technology,
the demand, the service price, the fixed service fee, and the profits of operators and suppliers will decrease
accordingly under the fixed service fee model. When the cost coefficient of blockchain traceability technology
and the cost coefficient of cloud data security management increase, the cost of the operator in the traceability
will increase, and the cost of the operator in maintaining data security will increase. In the face of increasing
cost pressure, operators have to make compromises and reduce their investment in data security, which will
lead to a decline in the overall cloud data security of the product, which will affect the trust of the demander
and ultimately lead to a decrease in market demand. In response to this trend and to remain competitive in
the market, vendors may reduce the price of their services, but this will further compress the profit margins
of operators and suppliers throughout the cloud manufacturing supply chain. The assumptions of this study
are based on the more mature technology and market environment in the cloud manufacturing supply chain.
However, for smaller, early-stage suppliers and operators, excessive blockchain traceability technology and cloud
data security management costs may adversely affect their profitability models, leading to greater pressure on
these enterprises to invest in technology. Therefore, for cloud manufacturing supply chains of different sizes and
technology maturity, the increase in costs may have a more significant impact on small enterprises, leading to
further compression of their profit room.

In reality, the platform has carried out digital transformation through Inspur Yunzhou Industrial Internet
platform, which has effectively reduced costs and enhanced market competitiveness with the help of cloud
computing and advanced data security technologies [55]. By integrating cloud services and blockchain traceability
technology, the platform not only improves the security and transparency of data, but also provides the platform
with flexible resource allocation and real-time monitoring capabilities, helping it maintain a competitive edge
by optimizing resource allocation in the face of cost pressure. Through this transformation, the platform is able
to maintain technological leadership and ensure a favorable position in a highly competitive environment, thus
achieving sustained growth and stable profitability.

4.2.2. Strong blockchain traceability technology level (Scenario B)

The computational procedure and properties for this scenario are consistent with those presented in
Section 4.2.1, therefore, the detailed derivation and property analysis are omitted here. The corresponding
equilibrium outcomes are summarized in Table 2.

4.3. Revenue-sharing model (Model n)

In the model n, the operator receives a commission fee from the provider as a source of profit. This commission
fee is equivalent to a certain percentage of the supplier’s revenue, i.e., the revenue share ratio. The order of the
game is: the operator decides the level of blockchain traceability technology and the level of cloud data security,
and then the supplier decides the service price. The profit functions of the operator and the supplier are:

% = ¢pD — (1 — g)kD — %0t‘"’62 —nt™ g (5)
Tr = (1= ¢)pD + k(1 —¢)(1—g)D. (6)



STUDY ON CHARGING MODEL OF CLOUD MANUFACTURING SUPPLY CHAIN 1161

TABLE 2. Equilibrium outcomes under the fixed service fee model in strong blockchain trace-
ability technology level (Scenario B).

Equilibrium outcomes
B = —Anf (Lt e —ka(=2+¢)) + kt7 (B(1 + B)0 + e(2en + 56) + ka(l + 5 + €)¢)
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4.8.1. Weak blockchain traceability technology level (Scenario b)

2_n
From BB;R = 2a(¢p — 1) < 0, it is known that there exists an optimal service price
p such that 7% is maximum. Let % = 0, find p = %(1+95+65+(_1"’3)1’*1;1'*‘%’)), Substitut-

ing p into the cloud manufacturing provider’s operator profit function 7}, we obtain 7% the Hes-
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The profit functions of the cloud manufacturing platform operator and the supplier are 7% =
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+E (14 8)0(—1 4+ ¢)(=3 + o2+ ¢))
F =2ka(=1+ B3)0(—1+ ¢)® —280(—1 + ¢)%¢ + k2t (=1 + dp)* — 2a0(—1 + ©) (=2 + ¢ + dp))
M = 4kt"afB0(—14 ¢)* + 2(—1 + ¢)* (—dand + 7 (2¢n + 5°0) ¢) .

Property 4.3. The influence of sensitivity coefficient of blockchain traceability technology and elasticity coef-

nb* n nb* b*
ficient of cloud data security on supply chain decision and proﬁt (1) % > 0, 65 MBS 0, ag >0, %F > 0,

op
nb* nb* nb*
O >0, 2D 50, (2) 25 50, 22 , 20— >0, a’TR >0‘3‘D > 0.

87rF

>0,

Property 4.3 shows that when the sensitivity coefficient of blockchain traceability technology and the elasticity
coefficient of cloud data security increase, the security degree of cloud data, the level of blockchain traceabil-
ity technology, the demand, the service price, and the profits of operators and suppliers will all increase. The
increase of sensitivity coefficient of blockchain traceability technology means that the market attaches more
importance to the application of technology, and operators will increase their investment in blockchain trace-
ability technology, so as to improve the security and traceability of services. These technological improvements
enhance the customer’s trust in the product, and further increase the market demand. As the value of the service
increases, the price of the service will reasonably rise, which in turn will drive the growth of the transaction
volume, thus increasing the total revenue of the operator and the supplier. For example, the IBM Blockchain
and Food Trust is a typical case, which uses blockchain traceability technology to improve the transparency
and security of the food supply chain, making every step of the food circulation traceable, thereby enhancing
consumers’ trust in food safety [56]. This increase in transparency has attracted large retailers such as Walmart
to join the platform, driving the application of blockchain traceability technology, enabling reasonable price
increases for services, while also driving the growth of transaction volume, further increasing the revenue of
operators and suppliers.

Property 4.4. The influence of cost coefficient of blockchain traceability technology and cost coefficient of

nb* nb*
cloud data security management on supply chain decision and profit. (1) B%G < 0 a%; < 0, agT < 0,

nb* nb* nb* nb*
omEl <0, T <0, 20 <0 (2) % v omi <, 227 < .

i
87TF

<0, <0, <0, <0,

87]

Property 4.4 shows that when the cost factor of blockchain traceability technology and cloud data management
increases, data security, blockchain traceability technology level, demand, service prices, and operator and
supplier profits will decrease accordingly. An increase in the sensitivity coefficient of blockchain traceability
technology usually means an increase in the cost required to maintain blockchain traceability technology, and
operators may reduce their investment in data security in order to control expenditures, resulting in a decrease
in the security of cloud data. As the level of blockchain traceability technology decreases, demanders’ trust in
services weakens, leading to a decrease in market demand. Due to the reduction in the value of the service,
the price of the service tends to fall, which affects the profit of each transaction. Under the deduction model,
although the percentage of the deduction that the operator collects from the supplier remains the same, the
actual revenue of the operator will decrease due to the decline in the transaction volume and service price,
further squeezing the profit margin of the operator and the supplier. Food delivery platform Uber Eats serves
as a typical case exemplifying this scenario [57]. With the rising cost of blockchain traceability technology and
data security management, these platforms have had to increase the percentage that merchants take. However,
as merchants face higher costs, they often choose to reduce the quality of products and services, and even pass
on some of the costs to consumers, leading to customer dissatisfaction, which in turn affects the decline in
demand. At the same time, due to the increase in the cost of the platform, the profit margin is compressed, and
the platform has to further adjust the price, which may have an adverse impact on the overall competitiveness
of the market.
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TABLE 3. Equilibrium outcomes under the revenue-sharing model in strong blockchain trace-
ability technology level (Scenario B).

Equilibrium outcomes
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It can be seen that changes in the sensitivity coefficient of blockchain traceability technology and the elasticity
coefficient of cloud data security have an important impact on market demand, price and corporate profits.
In the face of technology investment and cost pressure, operators need to find the optimal balance between
technology investment and cost control to ensure that technology application can promote profit growth, rather
than weakening market competitiveness due to rising costs.

4.8.2. Strong blockchain traceability technology level (Scenario B)

The analytical procedure and resultant properties for this scenario align with those established in Section 4.3.1
hence, the detailed solution steps and property discussions are omitted for brevity. The corresponding equilib-
rium results are presented in Table 3.
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TABLE 4. Equilibrium outcomes under the centralized decision-making scenario with strong
blockchain traceability technology level (Scenario B).

Equilibrium outcomes
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5. COST SHARING — REVENUE SHARING CONTRACT

5.1. Centralized decision-making model (Model c)

Under the centralized decision-making model, both decision-making parties are collectively rational, and
both suppliers and operators are viewed as a whole, and both parties make decisions together with the goal of
maximizing the profit of the cloud manufacturing supply chain as a whole. At this time, the decision-making
variables of the system are also degraded from four to three, the level of cloud data security and blockchain
traceability technology, the price of services and system profits as a benchmark for subsequent coordination and
optimization, resulting in a decision-making model:

1
75=D (gp+ (1 — g)(p — ¢k)) — 5915_”52 —nt g% (7)

5.1.1. Weak blockchain traceability technology level (Scenario b)

—2« b — kayp €
The third-order Hessian matrix H® = | 8 — kap —2t"7n+2kBe —kep | of cloud manufacturing sup-
€ ke —t770

ply chain decisions with respect to p, g, d has a determinant |HCb| =t727(—4amd +t7 (26277 +0(8+ koap)Q)) <
0, with 4ant™ — (ﬁ—f—kanp)Q > 0 and —2a < 0. As a result, the Hessian matrix of the total profit =%
with respect to p,g,d is strictly negative definite, and the total profit 7% with respect to p,g,d is strictly
differentiable concave function. Therefore, there exists a unique optimal service price, optimal cloud data
security level, and optimal blockchain traceability technology. The optimal solutions p*,g¢*,d* are p® =
—200(1+kogp)+kto(2¢2n+(148)0(B+kay)) gcb* _ t70(—1+kap)(B+kap) §eb” 2t7en(—1+kayp)
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tively.

, respec-

At this point, the optimal solutions are substituted into the total profit function, and the total profit of the
o nf(—1+kap)?
T 4an0—t7(2e2n+0(B+kap)?)”

cloud manufacturing supplier chain in the centralized game is mcfb*

5.1.2. Strong blockchain traceability technology level (Scenario B)

The computational approach for this scenario follows the same methodology as detailed in Section 5.1.1.

Therefore, the specific solution procedure is omitted here. The resulting equilibrium outcomes are summarized
in Table 4.
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5.2. Cost-Sharing—Revenue-Sharing Contract under fixed service fee model (Model sc)

In the model, a combined cost-sharing and benefit-sharing contract {x,y, z,w} is introduced to coordinate
the supply chain. In this contract, the operator grants a lower service fee to the supplier w. The supplier bears
z and y proportions of the operator’s costs in improving the level of blockchain traceability technology and
data security, respectively, and shares 1 — x proportions of the revenues to the cloud manufacturing platform
operator. The profit functions of both parties are:

% =D (gw+ (1 —g)(w—k)) — %(1 —2)0t776% — (1 = y)t g’ +(1 — z)pD (8)
it = Dlg(ap —w) + (1 - g)(ep — w -+ k — o)) — L201776% — gt (9)

5.2.1. Weak blockchain traceability technology level (Scenario b)
bs _ k(- <p+$4p)(2t762n+t'yﬁ9+t"’ﬁ 0— 4an6’+kt7a9ga+kt"’a50cp) Zscb* oz sch*
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It can be verified that, 7TSCb + 7rSCb = 7TCTb , i.e., the cloud manufacturing supply chain can realize the effect
of centralized decision makmg under the combined contract of cost sharing and benefit sharing. In addition,
the contract needs to realize the Pareto improvement of the cloud members, when « the following relation is
satisfied: 1 < x < xo, with 71'“"b > 7TF, 7r§§b > 7r , which satisfies the individual rationality principle of the

coordination contract.

5.2.2. Strong blockchain traceability technology level (Scenario B)

Proposition 5.2. When 258" = H%,ySCB* = H%, wseB” =
4:62(1+s)P+4kaP(1+:c—cp)+kt7(2(—1+y)62n+(—1+z)ﬁ(1+ﬂ+e)9)(1+( 142) ) +k%tY (=142)a(1+8+e)0p(1+(—1+2)¢) o <z <
A(1+z)aP+t7 (2(—1+y)e2n+(—142)0(B+kap)?) » 41

ro are satisfied, a combined cost-sharing an benefit-sharing contract enables supply chain coordination.
Wh (—4a179+Q)((48a2n292—12an0Q+Q2)+\/ 640007262 _ 2176037303 Q1 304a27262Q2 — 24a170Q3+Q4)>
ere: r1y = 8an9(—8an9+Q)2 , X2

16021202 —8and x Q+Q% —/64021202 (—8anf+Q) (—4anf+Q)+(—4anb+Q)*
PO Sen Q@ bhe  CSen @ CAon0 QU@L ) 9 (9% + 03 + hap)?). The proof follows

)
the same procedure as established in Section 5.2.1.

A further comparative analysis of Propositions 5.1 and 5.2 reveals that under both strong and weak blockchain
traceability technology scenarios, the cost-sharing and revenue-sharing combined contract {x, y, z, w} maintains
identical parameters with the notable exception of the service fee w. This indicates that the core mechanism of
the contract, specifically the cost-sharing and revenue-sharing ratio {x,y, z}, exhibits strong robustness across
varying levels of blockchain traceability technology.
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6. NUMERICAL ANALYSIS AND DISCUSSION

In order to further study the optimal decision results in the above different situations, this part uses Mathe-
matica software to carry out numerical analysis and discussion on the influence of relevant parameters on the
preference of the cloud members’ charging mode. Without loss of generality under the condition of satisfying
the model assumptions, the parameters are selected according to the limited conditions.

6.1. Influence of relevant parameters on decision variables and profits

With the rapid development of cloud computing and blockchain traceability technology, more and more
businesses have come to rely on these technologies to enhance their operational efficiency and data security. In
practical applications, the charging strategy between cloud service operators and suppliers and the economic
principles behind it directly affect the market demand for services, the profit distribution of enterprises and
the rate of return on technical input. This study analyzes the market demand of different charging models and
blockchain traceability technology levels, and explores the optimal decision and profit distribution scheme of all
parties. In this analysis, we further explore the impact of different charging models and blockchain traceability
technology levels on market demand by building a mathematical model and making assumptions about several
key parameters (such as cloud data security management costs, blockchain traceability technology investment
costs, etc.), especially in terms of changes in data security commitments and penalties for service failures. In
order to better understand the practical application of these theories, we combined multiple real cases and
industry reports to provide a detailed explanation of the parameter settings [44,58-66]. The following table
summarizes the main parameters used in our analysis, the background reasons for their setting and the relevant
practical cases, so as to better understand the relationship between market demand, optimal decision making
and the profits of all parties. As shown in the Table 5 below.

As shown in Figures 3 and 4, across different charging models and blockchain traceability technology scenarios,
an increase in the sensitivity coefficient of blockchain traceability technology and the elasticity coefficient of cloud
data security leads to a corresponding rise in demand, service price, operator profit, and supplier profit, which
validates Properties 4.1 and 4.3. The underlying logic is that enhanced consumer trust gradually stimulates latent
demand, while users become willing to pay a premium for higher credibility and security assurance. Conversely,
when the cost coefficients of blockchain traceability technology and cloud data security increase, demand, service
price, operator profit, and supplier profit all exhibit a declining trend, confirming Properties 4.2 and 4.4. This
occurs because rising costs drive operators to reduce investments in data security and blockchain traceability,
resulting in degraded service or product security, diminished trust, lower demand, and suppliers being forced to
cut prices to maintain market competitiveness — ultimately compressing overall profitability.

Under the strong blockchain traceability technology scenario, the levels of demand, service price, operator
profit, and supplier profit consistently exceed those observed under the weak technology scenario. This clearly
demonstrates that advanced blockchain traceability technology, leveraging its immutability and traceability
features, significantly enhances transparency across the cloud manufacturing supply chain and elevates the
perceived credibility of services. These improvements substantially strengthen consumer confidence in product
authenticity and data security, thereby directly stimulating market demand. Furthermore, the expansion of
market demand provides suppliers with greater pricing flexibility, which, through coordinated optimization
within the cloud manufacturing supply chain, subsequently drives synchronized profit growth for operators. In
contrast, weak blockchain traceability technology is less effective in establishing trust, generating demand, and
supporting price premiums, resulting in its overall inferior performance.

Further analysis conducted at a sensitivity level of ¢ = 0.3 reveals distinct impacts of the charging model on
system outcomes. Under the fixed service fee model, both the service price and the operator’s profit consistently
exceed those in the revenue-sharing model. In contrast, the revenue-sharing model leads to higher demand and
greater profit for the supplier compared to the fixed-fee approach. The fixed service fee model provides the
operator with a stable and predictable revenue stream, which reduces income volatility and helps safeguard
profit levels. However, suppliers may perceive the fixed cost as a rigid financial burden, which could dampen



STUDY ON CHARGING MODEL OF CLOUD MANUFACTURING SUPPLY CHAIN

TABLE 5. Analysis of parameter settings.

1167

Elements of analysis =~ Parameter Background and reasons Reference
value source

Operator penalty 0.1 Cloud service providers promise in the SLA to offer data secu- [58]

factor in case of rity guarantees. If the service fails or data leakage occurs, the

service failure k operator must compensate the customer.

Service price sensi- 0.8 The Gartner Cloud Services Market Report and the China [59]

tivity coefficient o Academy of Information and Communications Technology’s
Cloud Computing Industry White Paper show that the sensi-
tivity of enterprise customers to the price of cloud services is
generally 0.7-0.9.

Pro rata factor of 0.3 AWS has a 70 per cent (AWS) to 30 per cent (vendor) split with  [60]

revenue sharing ¢ independent software providers.

Percentage of cloud 0.5 The SLAs (Service Level Agreements) of major cloud providers — [61]

data security com- such as AWS and Aliyun stipulate that the percentage of com-

mitment Reimburse- pensation in the event of a service failure is usually 5-10 per

ments received by cent of the cost of the service.

demanders ¢

Sensitivity coefficient 0.8 Examining IBM Food Trust and similar blockchain initiatives [62,63]

of blockchain trace- clearly shows how blockchain traceability technologies signif-

ability technology € icantly enhance supply chain transparency, thus driving up
demand within supply chain markets.

Cloud data security 0.8 AWS and Azure ensure high availability through strategies such  [59]

elasticity Coefficient as redundant backup and encryption, and this coefficient reflects

B their recovery capabilities.

Blockchain trace- 1 IBM’s blockchain platform with Walmart involved a high initial  [64]

ability technology investment, including R&D and global data centre build-outs.

Investment Cost Microsoft Azure had a similar investment.

Factor 6

Cloud data security 1 Cloud service providers must heavily invest in data center secu-  [65]

management cost rity management, especially in global compliance and security

factor n measures.

Times ¢ 1 Standardize the time scale and establish a cycle that carries clear  [44]
legal and commercial implications.

Technical Progress 0.4 Cloud computing platforms (e.g., AWS, Azure) typically reduce [66]

Factor operating costs as technology advances, such as with more effi-

cient hardware and automation.

their incentive to adopt cloud services and ultimately restrain overall demand expansion. On the other hand, the
revenue-sharing model lowers the initial entry barrier for suppliers and aligns the operator’s earnings directly
with the supplier’s sales performance. This alignment helps broaden the market demand base and allows the
supplier to maximize total revenue and profit. Nevertheless, in this model, the operator often must relinquish a
portion of potential earnings to foster market development.
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6.2. The impact of revenue sharing ratio pairs p D 7 g

This section focuses on analyzing how revenue sharing ratios affect demand, service price, operator profit,
and supplier profit under different blockchain traceability technology levels and charging models, with the aim
of examining how cloud members can select the most suitable charging model based on revenue distribution
mechanisms.

As observed in Figures 5-8, under the same revenue sharing ratio, the strong blockchain traceability tech-
nology scenario consistently yields higher service prices, demand levels, operator profits, and supplier profits
compared to the weak technology scenario. The transition from weak to strong blockchain traceability technology
leads to a particularly pronounced increase in profits for both operators and suppliers.

Under the revenue-sharing model, an increase in the revenue sharing ratio raises the operator’s earnings per
transaction. This heightened income incentivizes the operator to invest more in blockchain traceability tech-
nology and data security enhancements. These improvements boost consumer trust and market attractiveness,
thereby expanding market demand (Fig. 6). As demand grows, the perceived value of the product or service
increases, leading to a corresponding rise in service price (Fig. 5). Consequently, the operator experiences sig-
nificant profit growth (Fig. 7). For the supplier, however, the profit reduction resulting from the higher sharing
ratio outweighs the profit gain from demand expansion, ultimately leading to a decline in their overall profit
(Fig. 8). To sum up, under the revenue-sharing model, the increase of revenue sharing ratio is a positive signal
for operators, which can promote their profit growth and technological progress. However, for suppliers, the
profit pressure and market competition may lead them to choose the fixed-fee model to stabilize their revenue
and ensure predictability. For instance, in ride-hailing platforms operating in the Helsinki region of Finland, an
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increase in the platform’s commission rate raises the platform’s revenue but simultaneously compresses drivers’
income, which may eventually lead to driver attrition. In order to compensate for these losses, drivers may
increase their income by increasing their service fees or increasing their working hours. However, the platform
increases its investment in technological innovation through these revenues, improving the stability and safety
of the platform, thus attracting more passengers and promoting the growth of market demand.

Further analysis of Figures 7 and 8 reveals cloud members’ preferences regarding the charging models. At lower
revenue sharing ratios, the operator receives only a small portion of the total revenue, while the supplier retains
a larger share. As a result, suppliers exhibit a preference for the revenue-sharing model, whereas operators tend
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to favor the fixed service fee model. When the revenue sharing ratio reaches a moderate level, both operators
and suppliers show a preference for the revenue-sharing model. This shift occurs because, under this model,
the operator obtains a relatively higher share of revenue, which motivates increased investment in blockchain
traceability technology and cloud data security. These enhancements attract more demand and expand market
size. The resulting demand growth generates a sufficiently positive impact on the operator’s net revenue to
outweigh the associated investment costs, thereby yielding higher profits than those achievable under the fixed
service fee model. Simultaneously, suppliers also prefer the revenue-sharing model at this stage. Although the
operator claims a larger portion of revenue, the overall supply chain revenue increases substantially due to market
expansion. Consequently, the supplier’s profit under the revenue-sharing model remains higher than that under
the fixed service fee model. For example, in the case of AWS, an increase in the platform’s revenue sharing ratio
may compress profits for some suppliers. However, the platform’s subsequent investments in data security and
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TABLE 6. Charging model selection.

(¢ < 1) (g1 < ¢ < ¢2) I (¢p > ¢2)

Cloud manufacturing Fixed service fee model Revenue-sharing model Revenue-sharing model
platform operator

Cloud manufacturing Revenue-sharing model = Revenue-sharing model Fixed service fee model
supplier

processing capabilities enhance service quality, attract more customers, and stimulate overall demand growth —
benefiting the ecosystem as a whole.

At high revenue sharing ratios, operators generally prefer the revenue-sharing model, as it allows them to
capture a larger portion of the total revenue. For suppliers, however, the high sharing rate significantly reduces
their own revenue share, even if the overall supply chain revenue experiences some growth. Consequently,
suppliers tend to favor the fixed service fee model under such conditions, as it provides greater income stability
and predictability. A representative example can be observed on content platforms such as YouTube. When
the platform increases its revenue sharing ratio, creator earnings may see a nominal rise, but they often face
mounting pressure to produce more content to maintain their income levels. This dynamic reflects the delicate
balance that platforms and creators must strike to sustain long-term collaboration and common development.

Appropriate adjustment of the revenue sharing ratio plays a critical role in aligning the charging model pref-
erences and coordinated decision-making between the operator and the supplier. Therefore, when determining
the revenue sharing ratio in a cloud manufacturing supply chain, it is essential to dynamically adapt the ratio
in response to changes in the market environment and technological capabilities. Such flexibility not only con-
tributes to improved service quality and enhanced customer trust, but also helps balance the interests of all
parties, thereby promoting long-term stability and sustainable development of the partnership.

6.3. Implications for the choice of fee model

Table 6 illustrates how cloud members select the most suitable charging model based on the revenue sharing
ratio. When ¢ < ¢ (i.e., within region I), the operator prefers the fixed service fee model, while the provider
prefers the pumping model when ¢ > ¢o (i.e., within region III), the operator prefers the pumping model, while
the provider prefers the fixed service model and when ¢1 < ¢ < ¢o (within region II), both parties will prefer
the pumping model.

Figures 9-12 illustrate the impact of key parameters on cloud members’ preferences for charging models under
different blockchain traceability technology levels. Notably, a strong technology level more significantly weakens
the revenue-sharing ratio threshold (¢1) at which the operator prefers the fixed service fee model (i.e., the
area of Region I under the strong technology scenario is larger than that under the weak technology scenario).
Simultaneously, a strong technology level increases the likelihood that both cloud members jointly prefer the
revenue-sharing model ([¢1, ¢2]) (i.e., the area of Region IT under the strong technology scenario is larger than
that under the weak technology scenario). This occurs because the strong blockchain traceability technology
effectively ensures transparency and data credibility across the cloud manufacturing supply chain. This assurance
substantially reduces the operator’s need to rely on the fixed service fee model for revenue stability, making them
more inclined to adopt the revenue-sharing model, which better incentivizes ecosystem growth. For suppliers,
operating in a credible environment reinforced by strong blockchain traceability technology provides stronger
guarantees for data security and transaction fairness. This mitigates their concerns over “rigid costs”, making
them more willing to adopt the revenue-sharing model, which can maximize both market demand and their own
profits. A practical example can be found in the “Three-Body Five-Trust” computing power operation system
of Whale Cloud Technology. Here, blockchain traceability technology ensures end-to-end credibility throughout
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the transaction process, effectively fostering willingness among both supply and demand sides of computing
power to collaborate under a revenue-sharing model.

An increase in € and 8 (Figs. 9 and 10) weakens the revenue sharing ratio threshold at which the operator
prefers the fixed service fee model (¢1) (i.e., Region I shrinks) and strengthens the corresponding threshold
for the supplier’s preference toward the fixed model (¢3) (i.e., Region IIT gradually shrinks). Consequently, the
likelihood that both cloud members jointly prefer the revenue-sharing model increases (i.e., Region II gradually
expands). This dynamic arises because, although rising sensitivity to blockchain traceability technology and
elasticity of cloud data security improve technology levels, security, demand, and prof*its und*er both mo*dels,*the

*
n n
T T Th

4 % Tp TR
9 = e De ~ D og =

revenue-sharing model yields more pronounced profit gains for cloud members (i.e.,

*

Tra% , % > %) As a result, the range of conditions under which both parties prefer the revenue-sharing model
widens. For example, in the fintech sector, as sensitivity to blockchain traceability and cloud data security
increases, many financial service platforms (such as PayPal and Square) tend to adopt revenue-sharing models
over fixed-fee structures. Growing user demand and heightened data security requirements drive these platforms
to enhance transaction security and transparency through blockchain traceability. This, in turn, improves service
scalability and stability, incentivizing platforms to invest more in blockchain traceability technology and adopt
revenue-sharing arrangements — ultimately strengthening market demand and boosting profitability.

0 increases (Fig. 11), the revenue share ratio thresholds for the operator preference for the fixed service fee
model become stronger and the revenue share ratio thresholds for the suppliers preference for the fixed service fee
model become weaker (i.e., Regions I and III become progressively larger), and the range of intervals in which
both cloud members have the same preference for the revenue-sharing model decreases (Region IT becomes
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progressively smaller). This is due to the fact that as the cost factor of blockchain traceability technology
increases, the level of blockchain traceability technology and the level of cloud data security decrease in both
models, but the demand and profit of the cloud members also decrease. However, the decrease in technology level,

demand and profit is more significant under the revenue-sharing model (% < %, % < %). For example,
e-commerce platforms (such as Amazon and Alibaba) use blockchain traceability technology for supply chain
management, but as the cost of the technology increases, the platforms face a declining return on investment in
blockchain traceability technology. At this point, platforms may prefer a fixed fee model to maintain a return
on technology investment with stable revenues. Suppliers, on the other hand, may also opt for a fixed-fee model
to ensure their own revenue stability in the face of rising technology costs, as the decline in profits under the
revenue-sharing model is even greater.

The increase of n (Fig. 12) increases the revenue share ratio threshold of the operator’s preference for the
fixed service fee model (i.e., area I becomes larger) and the revenue share ratio threshold of the supplier’s
preference for the revenue-sharing model (area III becomes progressively smaller), but decreases the possibility
of both parties jointly preferring the revenue-sharing model (area II becomes progressively smaller). This is
due to the fact % - % - 7:,;;7 ﬂa‘;
intervals in which both cloud members prefer the preferred revenue-sharing model increases. For example, SaaS
platforms (e.g., Salesforce) face increased operational costs while improving cloud data security management.
The platforms may increase their fixed fees to cover the additional security costs, which may lead operators to
prefer the fixed fee model. However, some cloud storage providers (e.g., Dropbox or Google Drive) may prefer
to continue with a pump-price model despite the rising cost of managing data security, as they need to remain
competitive and attract more user demand. As the cost of managing data security increases, the revenue model
will continue to adjust based on the cost of sharing profits between platforms and providers, despite increased
market demand.

< 0 that ¢; becomes larger than ¢2 becomes smaller, so the range of

7. CONCLUSIONS

Against the backdrop of intertwined blockchain traceability technology development and data security risks,
this study constructs a cloud manufacturing supply chain model comprising an operator and a supplier, with
a focus on cloud data security and blockchain traceability. The model analyzes the decisions and coordina-
tion between the operator and the supplier under different charging models and varying levels of blockchain
traceability technology, and further explores the selection strategy of charging models for cloud manufacturing
supply chain members. The research reveals the following key findings. (1) The level of blockchain traceability
technology significantly influences the cloud manufacturing supply chain. Under the strong blockchain trace-
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ability technology scenario, the service price, demand, and profits are substantially higher than those under
a weak technology scenario. (2) The cloud data security level, blockchain traceability technology level, service
price, demand, and profits all increase with higher sensitivity to blockchain traceability technology and greater
elasticity of cloud data security. Conversely, an increase in the cost coefficients of blockchain traceability tech-
nology and cloud data security management leads to a decline in these decision variables. (3) Under the fixed
service fee model, a cost-sharing and revenue-sharing contract can achieve Pareto-optimal profit distribution
among cloud manufacturing supply chain members under certain conditions. The core terms of this contract
remain unaffected by the strength of blockchain traceability technology, demonstrating strong stability. (4) The
selection of charging models by cloud manufacturing supply chain members is jointly influenced by the revenue
sharing ratio, sensitivity to blockchain traceability, elasticity of cloud data security, cost coefficient of blockchain
traceability technology, and cost coefficient of cloud data security management. At low revenue sharing ratios,
the operator prefers the fixed service fee model, while the supplier favors the revenue-sharing model. An increase
in the cost coefficients of blockchain traceability technology and cloud data security management strengthens
the operator’s preference for the fixed model. At high revenue sharing ratios, the operator tends to choose the
revenue-sharing model, whereas the supplier leans toward the fixed service fee model. An increase in the cost
coefficient of blockchain traceability technology reinforces the supplier’s preference for the fixed model, while
an increase in the cloud data security management cost coefficient weakens it. At moderate revenue sharing
ratios, both parties show a stronger inclination toward the revenue-sharing model. Increases in the sensitivity
to blockchain traceability technology and the elasticity of cloud data security further strengthen this shared
preference.

Based on the above findings, the following managerial implications are derived. In the operation of a cloud
manufacturing supply chain, cloud members should leverage their inherent advantages in data security and
blockchain traceability by actively enhancing their technological capabilities and transitioning toward a strong
blockchain traceability technology regime as early as possible. Concurrently, close monitoring of shifts in con-
sumer concern for data security and preference for blockchain traceability is essential. Strategies should be
adjusted flexibly to adapt to dynamic market demands, thereby delivering greater economic returns to cloud
members. Operators should avoid indiscriminately increasing investments in blockchain traceability technology
and cloud data security management solely to strengthen technological capability and ensure security. Instead,
they must identify an appropriate balance between the two to maximize return on investment and prevent
resource waste from overinvestment. Suppliers can appropriately share part of the expenditure on blockchain
traceability technology and cloud data security management to promote the sustainable development of the
cloud manufacturing supply chain. Furthermore, when selecting a charging model, the revenue-sharing ratio
must be carefully considered to prevent instability in cooperation arising from inequitable profit distribution.
This study provides a theoretical foundation for selecting charging models and making coordination decisions
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in cloud manufacturing supply chains that incorporate data security and blockchain traceability technology.
However, certain limitations remain. Future research could further explore cooperation and competition among
multiple operators and suppliers within cloud manufacturing supply chains, as well as coordination decision-
making in the presence of multiple and heterogeneous preferences.
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